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The platypus has been adopted by the 
Australian Federal Police as a symbol 
representing the diverse requirements placed 
on members in the execution of their duties. 

This unique and tenacious Australian animal 
is a survivor against increasing pressure 
from today's environment. It leaves no 
stone unturned in its daily pursuits and has 
equipped itself with a range of features to 
adapt to changes over many years. 

It is capable of passing unnoticed if required, 
yet it demonstrates an unfailing dedication to 
explore all possibilities in an effort to maintain 
its special place in Australia's environment. 

Although generally a peaceful animal, the 
platypus is able to defend itself, if necessary, 
with a venomous spur. This is done, at 
times, against larger and more powerful 
opponents—a quality admired and respected 
by members of the Australian Federal Police. 
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UN era ends in capable hands. 

The AFP returns home after a 13-year 
contribution to the UN effort in 
Timor-Leste. 
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International Missing Children's Day, 25 May 

day to commemorate missing children who have found their way home, remember 
those who have been victims of crime and continue efforts to find those who are still ■ 
missing. 

? Help bring them home. Look at profiles of missing children and spread a 
message of hope by releasing a balloon for a missing child online. 
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Commissioner's 

message 



This edition of AFP Platypus Magazine celebrates two 
achievements by the AFP at the international level of 
law enforcement. 

The first of these achievements is the completion of 
the AFP contribution in Timor-Leste from June 1999 to 
December 2012. 

Saturday 15 December, 2012, marked the homecoming 
of the AFP’s final eight members from Timor-Leste. 
This signified 13 years of almost unbroken service to 
the young nation. 

Since the initial deployment of our members with the 
United Nations Mission in East Timor, more than 800 
AFP members have worked in Timor-Leste, often in 
difficult times. 

Each one of these members has shared in the 
development of Timor-Leste as a nation and, in 
particular, has contributed to the development of the 
Policia Nacional de Timor-Leste (PNTL). 

The AFP was involved at the inception of the PNTL 
and can be justly proud of the contribution our 
members have made to its evolution into an effective 
and stable police service. 

The second achievement celebrated in this edition of 
Platypus is the AFP’s achievements with the Virtual 
Global Taskforce (VGT). 

December 2012 also marked the end of the AFP’s 
three-year tenure as the chair of the VGT, handing 
over the reins to the United States Immigration 
and Customs Enforcement’s Homeland Security 
Investigations. 

The VGT has developed enormously as an international 
force against online child exploitation under the 
guidance and leadership of the AFP and Assistant 
Commissioner Neil Gaughan from 2009-2012. 

The success of Operation Rescue, highlighted in 
this edition, illustrates the astonishing potential of 


international partnerships to value-add to the fight 
against the sexual exploitation of children. 

It is a credit to the AFP and its members that our 
organisation can accept an international leadership 
role and continue work at such an exceptional level. 

This edition also focuses on the ever-expanding 
use of high technology in crime and the many new 
and evolving problems that presents to effective 
law enforcement. 

The number of Internet users has grown from 
361 million to more than two billion since 2000 and 
the use of technology has impacted across all crime 
types. High Tech Crime Organisation (HTCO) is leading 
the AFP response to criminal use of technology. 

An overview of Operation Lino included in the article 
on HTCO illustrates the difficulty in combating 
cyber-based crime. Neither the financial system nor 
the retail businesses targeted could identify how 
credit-card information was being stolen from point- 
of-sale outlets. 


Operation Lino would eventually prove to be 
Australian law enforcement’s most significant 
cybercrime investigation. Ultimately, the investigation 
would lead to Romania and include the United 
States Federal Bureau of Investigation, the United 
States Secret Service and the Romanian National 
Police (RNP). 


On 27 November, 2012, more than 200 RNP officers 
executed 36 search warrants across Romania. More 
than 150 terabytes of data were seized and 16 people 
were detained by police. Seven of them were arrested 
and charged. 


Again, the diligence and professionalism of AFP 
investigators in collaboration with international 
partners serves to illustrate the AFP vision to fight 
crime together and win. 



Commissioner TW Negus 
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UN era ends in 
capable hands 

The AFP returns home after a 13-year contribution to 
the United Nations effort in Timor-Leste. 



It is just like any homecoming. Happy. The 
eight AFP members traverse the airport 
corridors in Darwin and grace each new 
space with beaming smiles. Officially, they 
arrive home as the last members of the AFP’s 
United Nations Integrated Mission in Timor- 
Leste (UNMIT) Contingents 13-14. 


They also represent the last of more than 
800 AFP members who have served under 
the UN flag in Timor-Leste since June 1999. 
IDG Superintendent Peter Kuhnke formally 
receives them and they pause briefly for 
the keepsake photograph. The smiles break 
again — and with good cause. 

They have made their contribution to 
history — the birth and nurturing of a new 
country no less. Timor-Leste in 2013 still 
faces many challenges but is now stable. Law 
and order has blossomed into flourishing 


communities. The future does look bright 
and there is every reason to be happy. 

But that wasn’t always the case. Timor-Leste 
in 1999 was facing a much more difficult 
time. UN Resolution 1246 in 1999 promised 
to finally resolve Timor-Leste’s history of 
Portuguese colonisation and Indonesian rule 
from 1975. 

An agreement was signed on 5 May, 1999, 
between Indonesia and Portugal, which 
made possible a ‘popular consultation’. The 
agreement would give the Timorese a choice 
to accept or reject a special autonomy within 
the Republic of Indonesia. Thus, the United 
Nations Mission in East Timor (UNAMET) 
was established in June 1999 to oversee the 
30 August ballot and the transition period 
after the vote. 
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Federal agents Geoff Hazel, left, Dave Savage and John Tanti arrive in Timor-Leste with the United Nations Mission in East Timor in June 1999. 
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Australian and New Zealand police at the Gleno headquarters in Ermera region. 
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Unfortunately, Resolution 1246 in effect also reignited 
the very tensions that had led to civil war in 1974 
when Portugal withdrew from the country. In the wake 
of the announcement, pro-integration militias began 
a campaign of violence, looting and arson throughout 
the country. 

In response to the growing instability, Indonesia 
agreed to international assistance to restore peace 
and security in Timor-Leste. On 12 September, 

1999, Security Council Resolution 1264 
authorised the multinational International Force 
East Timor (INTERFET). 

But in that space between June and September 1999, 
UNAMET was it. 

“It was one of the toughest jobs I have ever done,” says 
retired AFP Superintendent Geoff Hazel. 

Mr Hazel had previously served for eight years in the 
Australian Army as an infantry soldier, including 
two tours of Vietnam. This included service with 
the renowned Australian Army Training Team- 
Vietnam. His AFP service at that point included 
two deployments to Cyprus and a UN deployment to 
Mozambique. Then as a Superintendent in 1999 he 
deployed to Timor-Leste. 

“I had to call on every bit of experience from two tours 
of Vietnam and all of my police experience. I don’t 
think I have ever been as stretched as much as I was in 
East Timor,” he says. 

Into Timor-Leste 

Mr Hazel deployed at the end of June 1999 with the 
last of 50 unarmed AFP members. He was appointed 
UN Civilian Police Commander for the Ermera Region 
about one hour’s drive inland from Dili. The UN 
District headquarters was established at Gleno, the 
Indonesian Administrative centre for Ermera. 

He says the decision to deploy unarmed did attract 
some criticism at the time but only two of the 50 
AFP members said their preference was to be armed. 
“Let’s be honest, we would have taken side-arms and 
a side-arm in a machine gun fight doesn’t work.” He 
stresses that being unarmed gave them an opportunity 
to negotiate, rather than appearing as a threat. 

Mr Hazel says the tension was evident from the time 
they arrived. The militia had only this one chance to 
affect the outcome of the ballot and they embarked 


on a campaign of intimidation. The AFP mission was 
to advise the Indonesian police and protect the ballot 
boxes. But the electoral teams quickly came to look 
to the police for security as the only military were 
equally unarmed liaison officers. 

Electoral teams generally consisted of two UN 
volunteers and a UN police officer. All were trained 
in the electoral processes. Each team also had local 
Timorese staff such as drivers and electoral assistants. 

“Every time we went to a new village, District 
headquarters would get a letter or a message saying 
‘you come here again and you die’. Every time we 
went to an area we would get the message within 
48 hours.” The police response was to go back to the 
village the very next day and for the following couple 
of days to show a presence and in this way seek to 
overcome much of the intimidation. Mr Hazel says the 
intimidation was worse for the defenceless Timorese. 

“We had one bloke who came in three times to report 
that he had been beaten up, and he had the bruises to 
prove it.” The local man said ‘when they asked me who 
I am going to vote for I would tell them I am going to 
vote for independence’. 

The police advised him to say he was going to vote for 
special autonomy and then vote for whoever he wanted 
on election day. 

“Oh no, if they find out I voted against what I said they 
will kill me later,” the man said. He didn’t understand 
that the 30 August vote would be conducted as a secret 
ballot, or even how a secret ballot was conducted. 

“Once we started getting that message out, the number 
of attacks on individuals went down. It didn’t go away 
altogether and the militia was definitely out there. 

“There were supposedly about 2500 members of the 
militia in our area. I think at least 1500 militia 
actually voted for independence. They were in the 
militia because it was the safe thing to do. They didn’t 
actually believe in what they were doing.” 

Ballot day 

On 30 August, 1999, more than 98 per cent of 
registered Timor-Leste voters went to the polls. 

They decided by an overwhelming 78.5 per cent to 
21.5 per cent to reject the proposed autonomy and 
begin a process of transition towards independence. 
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Regional areas reported large turnouts at polling 
stations even before the polls were opened. “It was 
just euphoria,” Mr Hazel says. “That is the only way to 
describe it. On ballot day at 6am everybody was there 
waiting to vote.” 

But the result sparked renewed outrage among the 
militia. A local Timorese man from Mr Hazel’s team 
was killed during the violence. He says the courage of 
the Timorese people to turn up was remarkable. But he 
also says the courage shown by the AFP and the UN 
police is often not fully known. 

He says Peter Watt was attacked on polling day at 
Gleno and stood in the doorway of a polling station to 
protect international volunteers and local employees 
seeking safe haven inside. He stood in the door while 
the militia fired handguns into the wall beside him. 

He cites the case of Federal Agent Chris Meagher 
and a New Zealand police officer who saw a group 
of civilians being attacked by armed militia. “Chris 
picked up a chair and the Kiwi picked up a table,” Mr 
Hazel says. “They charged into the militia and chased 
them away, saving a number of civilians from, at the 
very minimum, serious injury.” He says Federal Agent 
Chris Cooper stayed with the local electoral staff until 
they were evacuated safely to Dili after the poll. 

“The biggest one,” he says, “is Phil Hunter. He went 
to a separate polling station that was completely 
surrounded by militia - and I mean jam-packed 
around it. 

“He forced his way through the crowd of armed militia, 
and brought out each ballot box and each member of 
the international and local staff and got them into a 
vehicle and ensured they got away. The last person he 
brought out was wounded in the process and died later.” 

The significance of the AFP contribution to UNAMET 
was universally applauded. Ultimately, the AFP 
members of UNAMET were awarded the Australian 
Group Bravery Citation. The then Justice Minister, 
Amanda Vanstone, officially highlighted the pivotal 
role played by the AFP as among the first people 
deployed into Timor-Leste. 

“It was in fact, only the unarmed civilian police, 
mostly Australian, and led by an Australian, who 
refused to give up when others were ready to leave 
East Timor. They stood between armed militia and the 
defenceless people of East Timor. Without that group 
and their willingness, or determination, to hold on in a 


desperate and dangerous situation, the United Nations 
may have in fact withdrawn,” Ms Vanstone said. 

Independence 

The Democratic Republic of Timor-Leste gained 
independence on 20 May, 2002. The AFP has 
continued to support Timor-Leste through a variety 
of different missions and operations. Many of those 
times have been marked by instability and violence. 
Still, the reward for the AFP now is that Timor-Leste’s 
institutions, particularly the Policia Nacional de 
Timor-Leste (PNTL), is reaching a new-found self- 
reliance and self-determination. 

National Manager Crime Operations Steve Lancaster 
deployed twice to Timor-Leste during Operation Serene 
in 2006 and Operation Comity in 2008. He says both 
deployments were during difficult times. Yet the 
development and progress being made by the PNTL 
was obvious when comparing their responses to the 
two separate crises. 

AFP Operation Serene deployed on 28 May at the 
request of the Timor-Leste Government to assist the 
Australian Defence Force (ADF) with restoring law and 
order. Violence, protests and shootings had escalated 
following the dismissal of 600 Timor-Leste soldiers 
in April. Clashes turned increasingly violent between 
the army and the dismissed soldiers. The violence 
culminated in the death of nine PNTL officers on 
25 May, 2006, who were being escorted to safe haven 
at the PNTL Headquarters under the UN flag. While 
the instability was largely confined to Dili in 2006, the 
PNTL had clearly lost control of the situation. 

Assistant Commissioner Lancaster deployed as 
Commander Operation Serene with a six-member 
AFP Scoping and Advisory Mission - less than 
four days after the deployment of the ADF under its 
Operation Astute. They were followed the next day by 
another 45 police in the main contingent. 

It was an extremely complex operating environment 
and a dangerous situation. The ADF had deployed at 
the invitation of the Timor-Leste Government. Even 
so, the pre-existing UN mission was in place while the 
Security Council considered a new UN mission. Other 
bilateral arrangements were in place with Portugal, 
Malaysia and New Zealand. The international presence 
also needed to work closely with the Timor-Leste 
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Federal Agent Nigel Phair works with the Policia Nacional de Timor-Leste in 2005. 
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Government to ensure that any action was consistent 
with its wishes. 


“The coordination of the international assistance was 
a very complex challenge,” Assistant Commissioner 
Lancaster says. “Very quickly we deployed several 
waves of Australian police from different state and 
territory police services to build up the policing 
capacity to 200 members. 

“We immediately recognised that we had to restore the 
community’s confidence in the police and work very 
quickly with the military to transition from the state 
of lawlessness to a stable and law-abiding society.” 

Comprehensive command-and-control training 
between law enforcement and the military had not yet 
been fully developed in Australia. However, lessons 
were being drawn from other missions such as the 
Regional Assistance Mission to Solomon Islands. Even 
so, adding to the complexity, the two organisations 
did not fully understand each other’s capabilities 
and ability to respond to such a complex and 
multidimensional operating environment. 


Dr Ramos-Horta. 


“This was one of the key challenges facing the mission 
and one of the lessons learned was that we needed to 
improve the interoperability between the Australian 
military and police to better respond to this type of 
regional assistance mission,” Assistant Commissioner 

Lancaster says. 

“As a result of that 
deployment the 
AFP established 
an international 
senior command 
course and we also 
undertake high levels 
of training, planning 
and liaison with the 
military, which has 
built upon those 
lessons learned 
in 2006.” 

Operation Comity was 
the AFP response to 
Timor-Leste in 2008, 
which was established 
after the rebel attacks 
against Timor-Leste 



President Dr Jose Ramos-Horta and Prime Minister 
Xanana Gusmao. Assistant Commissioner Lancaster 
says the difference was in this instance the AFP 
deployed as a precautionary and preventative capacity. 

“Unlike 2006, there was a sense of stability and law 
enforcement capacity,” he says. “Even though this 
followed the shooting attack on Ramos-Horta — the 
feeling and the level of unrest was a completely 
different situation to 2006. 

“After the complete disorder, the level of mayhem 
and the danger that existed in 2006; to see another 
critical incident occur but managed in a completely 
different way and to see the PNTL and UN mission 
respond so effectively, demonstrated to me that the 
planning and the transitioning and the UN really were 
being effective.” 

Maturity 

Superintendent Karen Newett is ideally situated to 
view the development and the maturity of the PNTL. 
Superintendent Newett deployed to Timor-Leste in the 
second AFP contingent in 1999. She deployed again in 
2000 where she was also involved in recruiting local 
Timorese into the PNTL. Superintendent Newett also 
has the distinction of being the last Australian AFP 
Contingent Commander to UNMIT. 

Like Assistant Commissioner Lancaster, she says there 
is no comparison between her first deployment and 
her last. 

“When I arrived there,” she says, “a lot of buildings 
and shops were destroyed. There weren’t any shops 
then. There were buildings burning when I arrived 
and the army was patrolling and a lot of people were 
trying to stay away from the streets. That has totally 
changed now.” 

It is the traffic most people notice. Superintendent 
Newett says the only vehicles on the roads in 1999 
were military or UN vehicles. She says Dili now 
bustles with all kinds of commerce. 

“There is traffic congestion - that is something you 
wouldn’t have imagined all that time ago. In the city 
centre there is a large number of shops that have 
been built. 

“There are a lot of restaurants. They have mainly 
catered for the international sector, the UN workers 
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and other international aid workers. So I don’t know 
how they will go after they leave in 2013, but business 
is thriving.” 

She says it’s the perfect metaphor for the development 
of the nation and its confidence in its law enforcement 
capability. It is the maturity of the PNTL that is paving 
the way for progress. 

“It shows that people have a lot more confidence in 
the police and the Timor-Leste Government. They 
are willing to invest their money and develop their 
businesses and houses in the city itself without fear 
that something is going to happen to them.” 

Superintendent Newett says the PNTL shows clear 
evidence of the sophisticated organisational processes 
needed for effective policing. 

“One of the signs is that they have open and 
transparent selection processes for their officers 
and lower ranks. When I was there toward the end 
of 2012 they had an officer selection committee. 

The committee comprised a UN staff member, a 
senior member of the PNTL and a senior member 
of government. 

“They ran a series of interviews and tests to promote 
people within the organisation. This is a big 
improvement for any police force. A transparent police 
service like that is moving forward.” 

Superintendent Newett also points to the UN and 
PNTL’s Joint Development Plan as a milestone in 
sophisticated governance. The plan maps out the 
direction of the PNTL for the next five years. It was 
initiated and progressed by senior members of the UN, 
the PNTL and the Timor-Leste Government. Essentially, 
it will shape the PNTL in the years following the 
UN era. 

“If you don’t have a direction it is hard to develop. It 
is important that you get a sense of solidarity in the 
PNTL,” Superintendent Newett says. “Especially with 
communications, it’s a huge issue. It’s okay in Dili, but 
if the telephone system goes down you can’t get word 
to outpost areas like Maliana or Baucau. That is where 
it can break down and it makes it more difficult to run 
the organisation.” 

Life-changing 

The UN presence in Timor-Leste has obviously had a 
life-changing impact on its 1.1 million people. Even so, 


"There were buildings 
burning when I 
arrived and the army 
was patrolling and a 
lot of people were 
trying to stay away 
from the streets." 



A Policia Nacional de Timor-Leste officer in 2012 with an AFP advisor. 
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End of an era: the final AFP members arrive home from the United Nations Integrated Mission in Timor-Leste. 


the experience of serving in Timor-Leste has also left 
its mark on those who have served there. 

Mr Hazel says his deployment was 
“extremely rewarding”. 

“History was made,” he says. “So I was a little part of 
a group that made history and that is a pretty good 
feeling to have. That history allowed a country to 
become independent. To be part of that really does 
give you a sense of achievement.” 

Assistant Commissioner Lancaster says the experience 
was enjoyable and ultimately deeply rewarding despite 
being a hard slog and at times quite dangerous. 

“It always felt like this is really difficult — but I look 
back upon the experience and I feel like it is one of the 
highlights of my career so far. 

“There was an excessive amount of cooperation and 
flexibility. People really put themselves out there 


for the greater cause and to make sure the people of 
Timor-Leste got back on their feet again.” 

Superintendent Newett says the opportunity to be at 
the birth of the PNTL and then return home at the end 
of the UN era was a personal and professional reward. 

“I think over the next few years the PNTL will move 
forward in leaps and bounds,” she says. 

“We are leaving it in capable hands.” 
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AFP missions and 
operations in Timor-Leste 


United Nations Mission in 
East Timor (UNAMET) 

June-September 1999. AFP deployed 
to assist with the conduct of the 'popular 
consultation' held on 30 August. 

Achievement: Contributed to the 
success of the Timor-Leste election, which 
ultimately led to the independence of 
the then East Timor from Indonesia. 

International Force East Timor (INTERFET) 

September 1999-March 2000. Nine 
AFP members were deployed September 
1999 to the end of October 1999. 

Achievement: Assisted in the initial restoration 
of law and order, investigations into crimes 
committed during the post ballot violence 
and the commencement of UNTAET. 

United Nations Transitional Administration 
in East Timor (UNTAET) 

October 1999-May 2002. An interim civil 
administration and peacekeeping mission until 
Timor-Leste achieved independence in 2002. 

Achievement: Policing activities and the initial 
creation of the East Timor Police Service, later 
renamed Policia Nacional de Timor-Leste (PNTL). 

United Nations Mission of Support 
in East Timor (UNMISET) 

May 2002-May 2005. A redesigned mission 
where operational responsibilities were transitioned 
to the Timor-Leste authorities. AFP members 
focused on capacity building of the PNTL. 

Achievement: Capacity development activities 
and gradual handover to the PNTL, after which 
the UN transitioned to advisor status. 

United Nations Office in East Timor (UNOTIL) 

May 2005-May 2006. A one year political 
mission, effectively downsizing from UNMISET, 


aimed at completing UN involvement in 
Timor-Leste. AFP members contributed as 
specialist policing advisors to the mission. 

Achievement: Successfully contributed to 
ongoing UN assistance in Timor-Leste. 

Operation Serene 

May 2006-December 2006. About 50 AFP 
members deployed at the invitation of the 
Timor-Leste Government to assist the Australian 
Defence Force with restoring law and order after 
the dismissal of 600 Timor-Leste soldiers. 

Achievement: Assisted in the 
restoration of law and order in Dili. 

United Nations Integrated Mission 
in Timor-Leste (UNMIT) 

September 2006-December 2012. A 

revitalised UN mission resuming full 
operational responsibilities for maintaining 
security. The mission gradually transitioned 
back to capacity development. 

Achievement: Contributed to UN law and order 
and policing functions, redevelopment of the PNTL 
and ongoing capacity development activities until 
current end of mission on 31 December, 2012. 

Operation Comity 

February 2008-April 2008. AFP 

members deployed following assassination 
attempts on President Jose Ramos-Horta 
and Prime Minister Xanana Gusmao. 

Achievement: Provided assistance 
to PNTL operations. 

Timor Leste Police Development Program 

While not a UN mission, AFP members have 
staffed the TLPDP since July 2004 (suspended 
for a few months during 2006 unrest). 
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Policing 
cyberspace 

Policing cyberspace demands a forward- 
and innovative cyber police force 
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The investigative arm of the AFP’s High Tech Crime 
Operations (HTCO) portfolio is just that - a focused 
squad of cyber crime-fighters who operate under the 
Australian Government’s National Security Strategy. 

Whether they are catching criminals committing old 
crimes using new technology or new crimes using 
the most advanced technology, the two HTCO active 
arms — Cyber Crime Operations and Child Protection 
Operations — have one thing in common: a strong 
focus on bringing to justice those who use technology 
to commit crime. 

“As the primary law enforcement arm of the 
Commonwealth, it is our job to provide a dynamic 
response to criminal acts that threaten both the 
security of Australia’s critical infrastructure and 
information systems that are of national significance,” 
AFP Manager of Cyber Crime Operations, Commander 
Glen McEwen, explains. 

In Australia, the term ‘cyber crime’ is used to 
describe crimes that are directed at computers and 
communications systems, as well as crimes where 
computers or communications systems are an integral 
part of an offence. 

“Essentially, Cyber Crime Operations investigates 
significant computer intrusions and collaborates 
closely with industry and private sector 
bodies to protect the security and stability 
of Australia’s expanding digital economy,” 

Commander McEwen says. 

“We have members operating in Canberra, Sydney 
and Melbourne but our investigations can take us 
anywhere in Australia or the world.” 

He cites Operation Lino, the most significant 
cyber crime investigation undertaken by Australian 
law enforcement to date, as a case in point. 

“Operation Lino started in Australia with a referral 
from an Australian bank and grew into a joint 
international criminal investigation that ended 
up involving the United States Federal Bureau of 
Investigation (FBI), the United States Secret Service 
and the Romanian National Police,” he says. 

Cyber Crime Operations Team Leader Ashley Wygoda 
says from as early as October 2010, Romanian cyber 


criminals had identified a series of vulnerabilities 
in the point-of-sale computer systems of many 
Australian retail businesses. 

“These vulnerabilities allowed a person with the 
appropriate skillset to remotely access the computer 
systems of the Australian retail businesses and 
discretely remove a variety of files, including those 
containing customer credit card details,” Federal Agent 
Wygoda says. 

Numerous businesses in Western Australia and 
Tasmania had fallen victim to the syndicate. 

Thousands of credit card credentials were stolen and 
neither police service could identify the cause of 
the problem. 

Within a few months of receiving the referral from 
state jurisdictions, AFP investigators working with the 
Australian banking and finance sector and industry- 
based forensic investigators had determined how the 
credit card details were being stolen. 

Federal Agent Wygoda says the perpetrators had 
identified three separate flaws in the point-of-sale 
systems of the targeted businesses. 

“When combined, these security deficiencies caused 
clear text credit card information, including a credit 
card number, expiry date and CVV (card verification 
value), to be stored on the retailer’s computer system 
without any form of masking or encryption. 

“The weak security features in place in each of the 
affected retailers then allowed the syndicate to access 
the victim computer systems with relative ease and 
steal the valuable data, leaving very little evidence of 
them having done so,” he says. 

After a lengthy probe to identify the perpetrators, the 
AFP determined that the syndicate in question was 
operating out of Romania. 

“Through our International Network we sent a detailed 
intelligence package to the Romanian National Police 
and commenced a joint investigation with them in 
March 2012.” 

The AFP along with the United States Secret Service 
and Romanian National Police (RNP) were now 
working on the job. Over the course of 10 months, the 
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Federal Agent Ashley Wygoda led the AFP's Operation Lino. 
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RNP identified and targeted the activities of more than 
a dozen Romania-based cyber criminals involved in 
the theft of the financial data and production of false 
credit cards. 

“At the same time, our AFP investigators compiled 
a virtual brief of evidence consisting of statements 
and computer images from the affected financial 
institutions and retailers for use in the Romanian 
criminal courts,” Federal Agent Wygoda says. 

On 27 November, 2012, more than 200 RNP officers 
executed 36 search warrants across Romania. More 
than 150 terabytes of data were seized and 16 
people were detained by police. Seven of them were 
arrested and charged. More than 500,000 Euros, 
multiple firearms and almost 90 computer servers 
also were seized. The result was that four “carder” 
sites - websites that sell stolen credit cards — were 
dismantled. 

An initial assessment of the seized servers indicates 
the syndicate conservatively had access to over two 
million stolen credit cards worldwide. This amounts to 
a potential of about $2.5 billion in fraudulent losses to 
international banks and financial institutions. 

While there are no comprehensive figures available, 
Commander McEwen says the total cost of cyber crime 
in Australia could be as high as $4.6 billion annually. 


“Cyber crime is a multi-jurisdictional issue, which 
represents a significant threat to the psychological, 
social and financial wellbeing of all Australians,” 
Commander McEwen says. 

“It affects individuals, businesses and governments 
alike and is growing in terms of its complexity, level 
of sophistication and impact. Victims of cyber crime 
can experience financial losses directly through theft 
of money, theft of personal information and other data, 
destruction or deletion of data, fraudulent schemes 
and extortion.” 

“However,” he adds, “the cyber world is not necessarily 
financially driven and can also be focused on 
areas like the interruption or disruption of critical 
infrastructure systems, the destruction of business 
enterprises and the sabotage of information systems.” 

The indirect costs of cyber crime are borne by all 
and its economic impacts are reflected in a variety 
of ways, including increased prices and fees to cover 
business losses, reduced productivity and the funding 
of measures to respond to the threat. 

Tragically, the abuse of the online world and its 
embedded technologies has also facilitated the ongoing 
sexual abuse and exploitation of children, who are 
being abused and then re-abused and victimised 
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through internet-facilitated distribution of imagery 
and the planning of criminal acts. 

“The human cost associated with the exploitation of 
children cannot be quantified in dollar or mental 
anguish terms, or, for that matter, the ongoing cycle of 
abuse and recurrent health and social welfare impacts,” 
Commander McEwen says. 

It is in the area of travelling child sex offenders, or 
‘child sex tourism,’ and the organised producers of 
child exploitation material, where the physical and 
online worlds are inextricably linked. It means that 
the online elements cannot be attacked in isolation 
from the underlying physical offending. 

AFP National Coordinator Child Protection Operations 
(CPO), Detective Superintendent Todd Hunter, says the 
AFP’s Operation Danton is a noble example of taking 
proactive action to counter the crime type. 

“In June 2012, Child Protection Operations and the 
AFP High Tech Crime Operations Internet Policing 
Team proactively identified and investigated a number 
of Australians who were sharing and trading child 
exploitation material using a popular peer-to-peer 
platform,” Detective Superintendent Hunter says. 

“Operation Danton involved the identification of the 
users, covert online engagement and the capture of 
evidence of their involvement in sharing and trading 
child exploitation material.” 


One of the 15 Australian Operation Danton suspects is apprehended. 
The investigation identified a number of suspects, 
including 15 Australians. CPO teams executed a 
number of search warrants resulting in the arrest 
of 13 men nationwide. Offences related to using a 
carriage service to access, transmit and possess 
child exploitation material — offences which carry 
maximum penalties of 10-15 years’ imprisonment. 

Storage devices seized during searches contained 
a significant amount of child exploitation material. 

These included hard drives, USBs and laptop 
computers as well as routers. The devices were 
forensically examined by the AFP Digital Forensic 
teams and found to contain thousands of child 
exploitation images. 

CPO also identified two children at risk during the 
operation and ensured through collaboration with the 
relevant Department of Children’s Services that they 
have been removed from harm and ongoing abuse. A 
number of charges were also laid in respect of the 
contact sexual offences against the children identified. 

Detective Superintendent Hunter says Operation 
Danton highlights the strong commitment of CPO to 
ensuring the safety of children and bringing offenders 
to account, no matter where they are in the world. 

“Operation Danton demonstrates the power of a 
proactive approach, leveraging the capabilities of 
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AFP swoops on 
predators 

A referral from German law enforcement of 
images depicting children, including infants, 
being sexually abused led to one of the most 
successful AFP protection operations of 2012. 

Operation Belfort led to the arrest of 13 
offenders after the AFP was informed of a "quite 
disturbing" video accessed by Australians on a 
popular peer-to-peer file sharing network. 

The referral from Germany through Interpol identified a 
number of suspects aged from 21 to 64 across Australia. 

AFP Child Protection Operations teams executed 19 search 
warrants in NSW, Queensland, Victoria and the ACT. 

During the execution of warrants, AFP officers seized 
computers, hard drives, laptop computers, portable 
storage devices and mobile phones alleged to contain 
hundreds of thousands of child abuse images and videos. 

AFP National Coordinator Child Protection Operations 
Todd Hunter said Operation Belfort focused on 
offenders using the peer-to-peer platform. 

He said through the use of technology and other 
methodologies, police could confirm if a person of 
interest had known child exploitation material. 

"We actually have a belief that they have 
possession of images before we go in the door," 

Detective Superintendent Hunter said. 

"So it's just a matter of confirming and finding 
the computer they have got it on." 

Detective Superintendent Hunter said Operation Belfort 
was not only successful in bringing 13 offenders to 
the judicial system but provided further intelligence 
on offenders and other child exploitation material. 

"What we found with a number of those 
offenders was they had accessed other 
material over and above the video. 

"That allows us to identify other material and identify 
the victims that are depicted in that material." 

Detective Superintendent Hunter said it 
also allowed law enforcement agencies to 
further add to the intelligence gathered. 

"We pick up other leads on persons that might be dealing 
or communicating in the online environment," he said. 

"We then continue to distribute the intelligence 
we gather to our partners in the same way 
that German law enforcement did for us." 



An AFP member works on a seized computer during 
a child sexual exploitation operation. 


the AFP’s specialist Internet Policing and Digital 
Forensics teams.” 

It also shows the benefit of working in partnership 
with state, territory and international law enforcement 
agencies, government organisations and industry to 
combat online child sexual exploitation. 

CPO members routinely monitor, investigate and target 
offenders who travel offshore and commit sexual 
offences or use the Internet to facilitate the sexual 
exploitation and abuse of children. 

The AFP also works closely with foreign law 
enforcement agencies to prosecute offenders overseas 
and can also prosecute offenders under extra-territorial 
laws in Australia. The AFP continues to work with 
international partners through the Virtual Global 
Taskforce (VGT) to share intelligence gained from 
Operation Danton and to investigate and prosecute 
further offenders using the file-sharing network. 

Underpinning the operational work, High Tech Crime 
Operations portfolio also has a strong focus on cyber 
safety and security awareness. The portfolio works 
across multiple agencies to implement cyber crime 
prevention strategies aimed at educating and raising 
awareness of online risks and empowering all online 
users to protect themselves online. 

“Because we are operating in such a complex digital 
environment where the level, sophistication and expanse 
of illegal activity are ever-increasing, we need to take 
a multi-faceted approach to creating a safer operating 
environment for all consumers,” says Coordinator 
Strategic Initiatives, Dr Jenny Cartwright. 

“This means that as well as the standard law enforcement 
approach of investigation, arrest and charge, we need 
to focus our energy on disrupting, mitigating and 
diverting cyber crime, deterring offenders and educating 
consumers on cyber safety and security awareness.” 
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One of the best demonstrations of this cyber safety 
approach is ThinkUKnow - a free program directed 
at parents, carers and teachers at Australian primary 
and secondary schools that is delivered by trained 
volunteers from the AFP, Microsoft, ninemsn 
and Datacom. 

“This program illustrates what can be achieved when 
law enforcement partners work with industry to 
educate the Australian community on how to protect 
themselves online,” Dr Cartwright says. 

Another community awareness project where the AFP 
has been able to harness the power of technology is 


the new Australian Police Child ID App. This is a 
smartphone tool developed in partnership with the 
United States Federal Bureau of Investigation that 
is designed to reduce the impact and incidence of 
missing persons in the Australian community. 

As Commander McEwen says, “The challenge, and 
the portfolio’s strength, is to operate in a crime 
environment that is as broad as it is deep, as complex 
as it is diverse, and where the only constant is 
change itself.” 


AFP calls for new legislation 


The AFP is calling for new legislation to 
counter the emerging problems of data 
retention in the digital age. 

Communications metadata such as the 
caller and receiver information and the 
date and time of a call is no longer required 
by business for billing purposes and in 
some instances is not being retained 
by telecommunications companies. 

The emergence of Internet-based data 
communications, such as Skype and other 
voice-over-the-lnternet phone services, is 
even more problematic as data vanishes 
almost immediately unless retained. 

When the National Broadband 
Network is finalised, communications 
data will be exclusively transmitted 
through the data network. 

Assistant Commissioner Gaughan said 
communications metadata was the 
building block for criminal investigations 
across almost all crime types. 


"The business requirements for retaining 
the metadata are significantly diminishing. 
Therefore, the amount of information 
we are retrieving back is doing likewise," 
Assistant Commissioner Gaughan said. 

"Seventeen per cent of all checks by Child 
Protection Operations are coming back from 
Telcos with no result. What we know from as 
little as three years ago is that a very small 
percentage of checks came back with no result." 

The Joint Parliamentary Committee on 
Intelligence and Security is due to hand 
down a report on the issue and Assistant 
Commissioner Gaughan is looking to 
new legislation that reflects the modern 
communications environment. 

"The plan is that Telcos would retain the data 
for a period of time still yet to be determined 
- whether that is six months or two years." 

"There are still some security and privacy 
issues to be worked through. We are very 
cognisant that privacy needs to be at the 
forefront of the thinking but we believe this 
is a critical issue for law enforcement." 
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In good virtual hands 

Collaboration is the key to continued success in the 
international fight against child exploitation. 


Just the BoyLover.net website name is disturbing 
enough. This ‘legitimate’ website was established in 
The Netherlands where members could share their 
sexual interest in young boys. As no offence was 
committed, the website could legally function as a 
web forum. During its life span, the website had more 
than 70,000 members. 

Behind the BoyLover facade, however, lurked a more 
sinister purpose. The website was used by like minded 
individuals to make contact. Members could then 
move to other ‘darker’ channels of the Internet to 
share images of child sexual exploitation. Many of 
the members were in fact major producers of child 
abuse materials. 

This all ended in 2011 when a global taskforce of 
law enforcement agencies swooped on the BoyLover 
network after more than four years of investigations. 
Because of Operation Rescue, 230 children were 
rescued by authorities and 184 offenders were 
arrested across the globe. 


“I think the investigation into the BoyLover network is 
the best example I can give of true cooperation of the 
Virtual Global Taskforce member countries,” says AFP 
Assistant Commissioner Neil Gaughan, chair of the 
VGT until December last year. 

“We rescued scores of kids. That’s what it is all about. 
If it wasn’t for the international cooperation and 
international reach of the VGT that operation would 
not have been as successful as it was.” 

The VGT was established in 2003 specifically to 
counter the growing globalisation of online child 
sexual exploitation. It is estimated that one million 
images of children being subjected to sexual abuse 
and exploitation exist on the Internet. These images 
will most likely live on for the entirety of the victims’ 
lives and beyond. 


20 


AFP PLATYPUS MAGAZINE April 2013 



AFP PLATYPUS MAGAZINE April 2013 


21 






Former chair of the Virtual Global Taskforce AFP Assistant Commissioner Neil Gaughan addresses the 2012 VGT Conference in Abu Dhabi. 


This problem is only growing in magnitude. At the end 
of 2000 there were almost 361 million Internet users 
across the globe. In 12 years this has grown to two 
billion people who now have Internet access. Much 
of that access is through small, hand-held portable 
devices, such as mobile phones. 

This ever-expanding capacity of cyber technology is 
blurring the physical lines of international boundaries. 
Additionally, sexual predators target countries 
with less developed legal frameworks as bases and 
operate from a high level of technical ability. In fact, 
trend analysis of convicted criminals shows that 
child-sex predators often lead the way in exploiting 
new technology. 

By establishing a ‘virtual taskforce’ the VGT is 
essentially using that technology against predators 
and connecting law enforcement agencies across 
international boundaries. But the capacity to connect 
is one thing. Coordinated joint operations across 
international borders and time lines can only be 
facilitated by an organisation such as the VGT. 
Assistant Commissioner Gaughan says this was clearly 
evident in Operation Rescue and the taking down of 
the BoyLover network. 

“The beauty of the VGT from an operational policing 
perspective is that people know each other. They can 
pick up the phone and have a conversation. They 
don’t have to go through the process of not knowing 
who to contact in a country to get something 
done. It happens instantaneously. That again is 
the beauty of it. We have a shared work space and 


a shared computer system where we share images 
and operational intelligence.” The growing success 
achieved by the VGT is certainly clear evidence of 
its increasing effectiveness. Operation Chandler in 
2007 identified more than 700 suspects worldwide 
and safeguarded more than 40 children. Operation 
Elm identified more than 360 suspects worldwide and 
safeguarded at least 15 children. 

The 2010 Operation Basket, in particular, was a 
milestone in VGT operations and one of the most 
sophisticated international investigations of its type. 
Six VGT partners began investigations into a criminal 
organisation working out of the Ukraine following 
leads from the United States Immigration and 
Customs Enforcement (ICE). The US agency had been 
conducting its own investigation since 2006. 

The criminal organisation was responsible for the 
advertisement and distribution of approximately 
230 child exploitation websites. These sites were 
selling commercial access to images and videos 
of children as young as three years of age being 
subjected to sexual abuse. 

The investigation ultimately involved cooperation 
between law enforcement in the United States, Canada, 
Australia, England, Italy, The Netherlands, Germany, 
Czech Republic, Belarus, Ukraine, Europol and Interpol. 

By the end of the operation, five key members of the 
criminal organisation behind these websites were 
arrested in the Ukraine. Even so, the global epidemic 
of online sexual abuse of children is evident in the 
fact that ultimately 30,000 customers of the websites 
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More than 230 child sexual exploitation websites were removed during the VGT's Operation Basket. 


in 132 countries were identified. The ICE investigation of its 27 member countries. Essentially, this has 

led to hundreds of convictions in the United States and more than doubled the size of the VGT in terms of 

11 arrests in Belarus in 2008. nations involved. 


But despite the success, Assistant Commissioner 
Gaughan says there is still much to do. “We are not 
going to prosecute our way out of this problem.” He 
quotes founding VGT chair Jim Gamble (then head 
of the UK’s Child Exploitation and Online Protection 
Centre) that the VGT “needed to expand or die”. 

A significant legacy of the AFP leadership of the 
VGT since 2009 has been the growth of member 
law enforcement agencies, as well as now including 
industry and non-government organisations (NGO). 
When the VGT was established in 2003 there were 
six founding law enforcement agencies. There are 
now 18 members, many of which are from outside of 
law enforcement. That ‘expand or die’ philosophy has 
shaped many of the initiatives encouraged by the AFP 
since 2009. 

“What we need to do is make the Internet a hostile 
environment for people who trade in child abuse 
material,” Assistant Commissioner Gaughan says. “To 
truly make the Internet a safer place, we need to get 
more than law enforcement involved. The VGT now 
has a clear mandate to involve industry and NGOs in 
making that actually take place.” 

Under the AFP’s stewardship, the Ministry of Interior 
for the United Arab Emirates, the New Zealand 
Police and Europol have joined the VGT. Assistant 
Commissioner Gaughan says Europol was an 
important addition that brought the combined clout 


Additionally, the Korean National Police and 
Indonesian National Police were voted in as law 
enforcement partners at the VGT biennial conference 
in Abu Dhabi in December last year. Two non-law- 
enforcement entities, the Kids Internet Safety Alliance 
(KINSA) and NetClean, were also accepted as members 
in Abu Dhabi. All four will officially become VGT 
members in April 2013 at a formal signing-in event at 
the next board of management meeting. 

The inclusion of NGOs and industry is another 
strategic initiative for the VGT that the AFP was 
keen to pursue because it vastly extends the global 
reach and political influence of the VGT. KINSA and 
NetClean join a long list of global NGO and industry 
leaders. This includes World Vision Australia; the 
International Centre for Missing and Exploited 
Children; End Child Prostitution, Abuses and 
Trafficking (who have NGO subsidiaries in every 
continent); International Association for Internet 
Hotlines; Microsoft Digital Crimes Unit and Research 
in Motion, the makers of BlackBerry. 

From a personal perspective, Assistant Commissioner 
Gaughan says the VGT’s initiative to establish 
consistent international law on the online exploitation 
of children was his most satisfying moment. Unified 
legislation is a priority goal in pursuit of making the 
Internet a hostile environment for traders of child- 
abuse material. 
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Toward that end, the AFP has been able to negotiate 
with a number of Australian Internet service providers 
who now block Interpol’s ‘worst of list of child 
exploitation sites. 

The VGT also has been instrumental on the 
international stage. 

“We are now starting to get into the strategy side 
of things. We are actually trying to influence law 
makers,” Assistant Commissioner Gaughan says. 

The VGT signed a Letter of Intent with the Council 
of Europe to garner support for common legislation 
on child-abuse material. In 2011, the AFP for the 
first time put forward an Interpol General Assembly 
Resolution based on the work of the VGT, calling for 
consistent legislation. 

“All 182 member countries agreed to make uniform 
laws on this particular issue. We are working with 
organisations such as the Council of Europe to ensure 
legislation across the globe is consistent.” 

“That is our biggest achievement I think — and the 
fact that we are meeting with the Global Alliance 
Against Child Sexual Abuse Online, the political 
body, to push the agenda to the fore. I think these are 
great outcomes.” 


As the AFP stands down as the lead agency of the VGT, 
Assistant Commissioner Gaughan says the organisation 
is in good hands. The United States Immigration and 
Customs Enforcement (ICE) agency was announced 
in Abu Dhabi as the third law enforcement agency to 
head the VGT. Deputy Assistant Director Ian M Quinn, 
head of ICE’s Homeland Security Investigations Cyber 
Crimes Center, will assume the role of VGT chair. 

Assistant Commissioner Gaughan says the continued 
development of the VGT is essential in making a 
difference. “The global and accessible nature of online 
child sexual exploitation means that no nation can 
effectively combat it alone. International engagement 
and cooperation is vital,” he says. As the VGT makes 
inroads into the dark recesses of the Internet it can 
now also look to the future and start thinking ahead 
of what perpetrators are doing. 

For Assistant Commissioner Gaughan, the message 
is simple. “Any child that we can save from child 
exploitation is a win for us and we are arresting 
countless people but we are also more importantly, 
from my perspective, saving children - and that is 
what it is all about.” 


Former chair of the Virtual Global Taskforce AFP Assistant Commissioner Neil Gaughan, left (in suit), and new chair 
Deputy Assistant Director Ian M Quinn from the United States Immigration and Customs Enforcement agency. 
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US ICE takes the reins 

The United States Immigration and 
Customs Enforcement’s Homeland Security 
Investigations (HSI) will take over as the third 
chair of the Virtual Global Taskforce (VGT) 
since its inception in 2003. 

The VGT is an international alliance of 18 law 
enforcement agencies and private sector partners 
dedicated to combating online child sexual abuse. 

The appointment of HSI was announced at the VGT 
conference in Abu Dhabi in December last year. 

The AFP has led the alliance for the past three 
years. As the chair of the VGT now rotates among 
members every three years, HSI will oversee 
the international taskforce until 2015. 

Prior to the AFP, the VGT was chaired by the United 
Kingdom's Child Exploitation and Online Protection 
Centre (CEOP), which established this taskforce 
with six founding law enforcement agencies. 

Head of HSI's Cyber Crimes Center Deputy Assistant 
Director Ian M Quinn will assume the duties of chair. 

"Our experience has shown that individuals seeking 
to sexually exploit children often do so in concert 
or communication with like-minded individuals 
wherever in the world they may be," Mr Quinn said. 

"This makes it all the more crucial for law enforcement 
agencies across the world to combine resources 
to effectively combat this horrific crime. 


Former chair of the Virtual Global Taskforce AFP Assistant Commissioner 
Neil Gaughan, left, hands over the reins to the United States 
Immigration and Customs Enforcement's Ian M Quinn in Abu Dhabi. 

"The VGT is the perfect platform to accomplish 
this goal because of the global reach of the 
member agencies and their dedication to 
combating the sexual exploitation of children." 

As chair, HSI will seek, through the VGT, to expand 
joint international operations by encouraging 
law enforcement partners throughout the world 
to share information about criminal activity 
related to the sexual exploitation of children. 

The aim is to leverage law enforcement resources 
to increase the collective impact and provide 
safety and security for children everywhere. 

He said the international partnerships achieved by 
the VGT since its inception had been critical to its 
success. Mr Quinn is a firm advocate of maintaining 
the momentum for growing the membership of the 
VGT and working with non-member countries as well. 

"We are all in this together and there are countries 
other than the VGT that we need to collaborate 
and coordinate with, which builds into capacity 
building. Many of these countries don't have 
the technologies or the criminal investigative 
experience to work these types of investigations. 

"I think the VGT can leverage our expertise and our 
technologies to bring other countries up to par 
where they can fight the crime and save children." 
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e Internet 


How cooperation between international 
law enforcement agencies brought down a 
nefarious online paedophile network. 


The world map shows the reach of the BoyLover.net through the Internet. 


The offenders came from all walks of life. Some were 
teachers and others were Scout leaders, retail workers, 
IT consultants and farmhands. They were aged as 
young as 19, while some were in their eighties. They 
came from Australia, the United Kingdom, the United 
States, New Zealand, South America, Canada and 
Europe. Arrests were ultimately made in 30 countries. 

The two things they had in common were a 
sexual interest in male children and membership 
of the BoyLover.net website. When Operation 
Rescue culminated, 184 offenders were taken into 
custody. A further 670 suspects were identified. 
Importantly, 230 children were rescued from ongoing 
sexual exploitation. 

Operation Rescue was the largest operation of its 
kind in the world and one of the most successful 
international law enforcement actions in its own 
right. The magnitude of the investigation prompted 
intense worldwide media coverage. The flow-on effect 
of media also served to send a warning into the dark 
recesses of the Internet. In the wake of the BoyLover 
arrests more than a dozen similar websites closed shop 
for fear of police action. 

The media opportunity was certainly not lost on 
law enforcement agencies. At a media conference in 
March 2011, the head of the UK’s Child Exploitation 


and Online Protection Centre Peter Davies issued a 
stark warning. 

“Most of our advice to children and young people is to 
think carefully on how they go on the Internet because 
they don’t know who they are speaking to. 

“The truth of it is that if you are an offender, if you 
are pursuing the Internet to pursue your interest in 
child sexual abuse then you also do not know who 
you are speaking to. Because during the course of this 
operation offenders were discovered because they were 
talking to our own covert Internet investigators - not 
the people they thought they were dealing with.” 

Operation Caledon 

For the AFP, the BoyLover investigation began in 
Sydney. The AFP’s newly formed Child Protection 
Operations (CPO) was still in its infancy in 2008 after 
an amalgamation and restructure of different teams. 
Federal Agent Kel Mansfield had just taken over as 
team leader in the Sydney office. 

The staff in Sydney were relatively new to the crime 
type and pursuing many high-turnover overseas 
referrals. The AFP was generating its own referrals as 
well, mainly working on persons downloading child 
pornography material. “We were mindful of making 


AFP PLATYPUS MAGAZINE April 2013 


27 





The BoyLover.net website masked a dark tide of global child sexual exploitation. Its members were targeted 
by multiple law enforcement agencies working together under Operation Rescue. 


our mark,” Federal Agent Mansfield says, and “looking 
for a job that would stretch the boundaries of the team 
into more complex areas”. 

Then the perfect opportunity came along. Information 
was referred to Sydney office on an Australian citizen 
who was travelling to Thailand to sexually offend 
against young boys. The Australian was known to law 
enforcement and referred to as ‘Box’. The problem with 
Box was that he worked as an IT consultant and spent 
a lot of his time overseas. 

‘So it was pretty hard to monitor him,” Federal Agent 
Mansfield says. “But he did have a close colleague who 
again was an IT specialist residing in Sydney, and 
who the AFP held information on related to alleged 
child sex offences. So we broadened the scope of the 
investigation to include him. 

‘We were looking for evidence through their 
communications of any historical trips the two had 
made to Thailand together or whether they were 
planning another trip.” 

Specialist policing methods were used to identify illicit 
communications between Box and the Sydney-based 
man, known as ‘SyD’. Both suspects were part of a 
website discussion board known as BoyLover.net. It 
became apparent the two had senior positions in the 
BoyLover hierarchy. 

Federal Agent Kel Mansfield can’t remember 
exactly what he thought when he first encountered 
the BoyLover.net website but as the investigation 
advanced he and his team were already looking ahead 
to orchestrate a multi-agency investigation into the 
BoyLover network. The AFP investigation also now 
had a name - Operation Caledon. 


From the AFP investigations it became apparent 
that the BoyLover group had its own rank structure 
and was heavily regulated and stringently policed 
internally. BoyLover members were clearly aware 
that their sexual interests in children were unlawful 
in most jurisdictions in which they lived. Senior 
members were responsible for monitoring new posts. 
Anything that could be clearly determined ‘child 
pornography’ was removed from the site. 

‘I can’t state as to whether they were confident it would 
stay under the radar forever,” Federal Agent Mansfield 
says. “But BoyLover.net certainly took measures to 
ensure there wasn’t anything on the website that was 
illegal - pushing the boundaries - but technically 
not illegal.” 

New members started off as a ‘new kid’. The more 
that members posted on the site and interacted with 
other members, the quicker they progressed through 
the ranks. Members advanced from new-kid status to 
kid, kid brother, brother, older brother, elder brother, 
moderator, director and owner. Both Box and SyD had 
been moderators. 

The priority was to identify any historical child sex 
tourism offending by the two suspects and gather 
sufficient evidence for prosecution. The AFP team was 
also confident the two suspects would engage in the 
exchange, possession or creation of their own child 
exploitation material. The secondary objective was to 
gain intelligence on the BoyLover group to broaden 
the knowledge base and ultimately share with our 
international partners. 

A covert AFP officer, armed with internet policing 
skills, joined BoyLover as a member and commenced 
monitoring activity and posting on the website. 
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A common discussion thread was protection against 
law enforcement for both online and physical contact 
offending. Encryption was always a live topic. But 
obtaining detailed information from the website was 
difficult. Newer members were not allowed into all 
of the website discussion rooms and the team was 
obviously blind to other communications between 
members outside the BoyLover website. 

In particular, AFP officers soon became concerned 
about how SyD was communicating. The undercover 
AFP member knew that SyD was posting on the 
website. But his online activity wasn’t visible to the 
Special Projects monitoring, even when SyD was 
posting from his Sydney residence. 

It was later discovered that SyD was using a computer 
that was invisible to the AFP at that time. The network 
also employed a variety of high-level encryption for 
their illicit communications. Additionally, Internet 
protocol address cloaking tools were used. 

“We thought ‘there has to be some other way’, either 
another computer or another unsecure Internet 
connection. So we applied for and were granted a 
listening device warrant to listen to conversations 
enabled by Skype.” Success soon followed. 

“We didn’t have it in the place a week and we 
intercepted a telephone call on a Friday afternoon 
where SyD arranged to pick up his eight-year-old half- 
brother,” Federal Agent Mansfield says. 

SyD took his half-brother back to his apartment. The 
team was alert and ready to respond but the audio 
quality from the listening device was patchy. “While 
it wasn’t completely clear, from what our AFP officer 
was listening to we formed enough suspicion that SyD 
was abusing his half-brother in his room.” 

The police response was quick but unfortunately the 
sexual act had concluded by the time they entered 
the premises. Assistance from the New South Wales 
Police, particularly the Sex Crimes Squad, and from 
Westmead Children’s Hospital was outstanding 
but as is often the case in such matters, evidence 
of disclosure from the victim was not initially 
forthcoming. At that time the only real evidence was 
the recorded audio from the listening device. 

But other evidence soon surfaced. Crossing 
international borders is a vulnerable point for any 
criminal activity. That’s no different for child-sex 
offenders. Box returned to Australia, in effect to 


support SyD, but at an earlier point had travelled to 
New Zealand. 

The AFP was aware of BoyLover members in 
New Zealand and had informed the New Zealand 
authorities. New Zealand Customs stopped Box at the 
border and searched his laptop. As an IT consultant, 
Box was law enforcement savvy and thought he had 
permanently cleaned any images from his laptop. But 
a forensic analysis of the machine revealed numerous 
child-abuse images. Among them were photos of SyD’s 
eight-year-old half-brother. 

So the investigation continued in the pursuit of 
gathering the requisite evidence against the backdrop 
of the two primary suspects knowing they were the 
subject of police attention. 

The support from the AFP’s High Tech Crime 
Capability and Development Team was crucial in 
the employment of new investigative tools and soon 
Operation Caledon officers were intercepting exclusive 
online chat between the AFP targets and other 
BoyLover members, both in Australia and offshore. 

It was at this point that the investigation team 
commenced disseminating material to partner 
Australian and foreign law enforcement agencies. 

Persistence on other investigative fronts was rewarded 
and in the months that followed CPO had a much 
deeper insight into how the website operated and “gave 
us the opportunity to target the top tier of BoyLover”. 

Operation Rescue 

The international effort also had intensified. The 
UK’s Child Exploitation and Online Protection (CEOP) 
Centre had been investigating UK-based BoyLover.net 
members since 2007. CEOP also had infiltrated the 
website. By February 2008, CEOP had provided Thai 
authorities with intelligence gleaned from the site on 
suspected child sex offences. 

In June 2008, a separate US investigation had also led 
law enforcement to The Netherlands and to 27-year- 
old Robert Mikelsons, a Latvian-born daycare provider 
who became known as the Monster of Riga. Mikelsons 
would eventually be sentenced to 18 years for offences 
against 67 children - 52 boys and 15 girls. 

The AFP initiated and advanced the suggestion that 
law enforcement agencies should work together. 

By the first round of resolutions in late 2009, the 
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The primary AFP target of Operation Caledon, 'Box', was arrested 
for child sex offences. The ensuing Operation Rescue investigation 
resulted in 31 Australian and hundreds of international arrests. 



A UK citizen living in Thailand was arrested under Operation Rescue. 



international investigation had coalesced into 
Operation Rescue. 

The AFP was now sending referrals on individuals 
as far afield as the US, Canada, UK, the Philippines, 
Germany, Thailand, France and Brazil as well as 
New Zealand. While all suspects could not be fully 
identified, a clear picture of how BoyLover.net worked 
beneath its just-legal veneer was emerging. 

Members shared imagery and descriptions of child 
sexual pornography and abuse external to the 
BoyLover website. An elaborate child sex tourism 
organisation was also in place. Members made 
contact through BoyLover.net (and other similar 
websites). As they became more trusted they were 
accepted into the inner circle. This brought them into 
contact with the overseas network. Thailand was a 
preferred destination. 

In the main, victims were street kids, and offenders 
targeted them. The most vulnerable were identified 
and groomed. They were homeless; often orphaned and 
caught up in the sex trade. Many worked in specific 
bars catering to paedophiles. 

“This would allow these other BoyLover members to 
offend and take away the mementos, videos and photos, 
and return home.” 

But this time was different. Federal Agent Mansfield 
says the AFP was working closely with CEOP and law 
enforcement authorities from New Zealand, the US, 
Canada, The Netherlands and Thailand. Federal Agent 
Mansfield says coordination enabled through contacts 
from the Virtual Global Taskforce (VGT) raised in 2003 
was a crucial factor. 

“It was a very slick and easy way for us to 
communicate. If I needed to speak to someone in 
Canada I’d just ring my VGT counterpart and give 
him a heads up and we started working together. The 
VGT was very much an enabler in a very complex 
operating environment.” 
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Federal Agent Kel Mansfield led the 
successful Child Protection Operations team 
during the Australian investigation. 


“What we didn't 
want was someone 
to remotely disable 
and delete all of the 
information on the 
server before we got 
our hands on it." 


A further breakthrough in the UK came when 
law enforcement took over the account of the UK 
administrator 0 fB 0 yL 0 ver.net. CEOP officers could 
now see the personal details of members, including 
date of birth, occupation and country of residence. A 
later news report in the UK’s The Guardian newspaper 
states CEOP officer Kelvin Lay was one of three British 
officers who had infiltrated the BoyLover website in 
the UK. “We were amazed that they had registered 
their true occupations,” he says. 

“We painstakingly went through every post and 
message to identify whether they were physically 
abusing children or had access to children.” 

CEOP intelligence also provided results for the AFP 
and Thai authorities. A UK citizen living in Pattaya, 
Thailand, was a close associate of the two original 


Australian targets. The AFP was able to identify Thai 
victims of the UK citizen. One of the child victims 
then identified Box from a photo board. 

Operation Rescue was now an extremely large multi¬ 
national effort. The operational intent was to identify 
the top tier 0 fB 0 yL 0 ver.net and secure the evidence 
necessary for convictions. But the operation was also 
becoming extremely complex. Ultimately, more than 
4000 intelligence referrals to law enforcement agencies 
in 30 countries would be disseminated. 

Concerns for child safety added to the complexity 
and are always primary considerations for CPO 
investigators. With increased visibility of BoyLover 
activity, it was becoming easier to determine when 
children were about to be abused. Law enforcement 
officers were compelled to make a call in dire 


A web post on BoyLover.net by AFP target 'Box' was typical of the advice passed to other members on how to avoid law enforcement detection. 
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New laws impact on sex predators 


New laws and tougher penalties introduced 
in 2010 on Australians travelling overseas to 
sexually abuse children are having an impact 
on sex predators. 

The laws made it an offence to prepare for or plan 
to commit a child sex tourism offence, or to groom 
or procure a child for sexual activity overseas. 

The new offences allow law enforcement to 
intervene before sexual activity involving a 
child takes place. Child sex tourism is not a term 
that AFP National Coordinator Child Protection 
Operations Todd Hunter particularly likes. 

He says it diminishes the reality that people are 
travelling overseas to commit sexual assault 
on children. But he is sure the new laws are 
assisting law enforcement agencies to monitor and 
maintain the edge on registered sex offenders. 

He says the new legislation can be used to target 
high-risk offenders travelling overseas and to implement 
technical and physical strategies to monitor them. 

Detective Superintendent Hunter says the new laws 
are making a difference and the aim is prevention 
— "nobody wants to see a child offended against". 

The target country is notified of any convicted child sex 
offender travelling to their jurisdiction. It's then a matter 
for the jurisdiction to determine a course of action. 


"By notifying foreign jurisdictions, we ensure 
that those jurisdictions are placed in a position 
to consider the character of the traveller," 

Detective Superintendent Hunter says. 

"In the many visa-free international travel 
environments, notification ensures visibility 
of the criminal histories of offenders. 

"We have seen a number of offenders deemed 
to be a risk of offending in the destination 
jurisdiction and refused entry." 

But where an offence is committed by an 
Australian overseas then the AFP will assist 
the foreign jurisdiction to prosecute. 

The AFP deploys investigators to assist with 
tasks such as specialist advice on victim 
interviewing and specialist computer forensic 
advice to collect evidence to present in court. 

Detective Superintendent Hunter says the AFP has 
assisted foreign jurisdictions "very successfully" 
in quite a few matters, particularly Cambodia. 

He says this program also helps to develop capacity in 
the foreign jurisdictions while sending a message to 
communities that the local police are working with us. 

"It actually sends a good message to the community 
that they can speak up and the crime will be prosecuted 
and builds community confidence in the police." 


situations conscious that the arrest of an offender 
could jeopardise the bigger investigation. 

One of the main problems was the server and its 
owner were in The Netherlands and another man who 
constructed, and had access to, the server lived in the 
US. “What we didn’t want was someone to remotely 
disable and delete all of the information on the 
server before we got our hands on it,” Federal Agent 
Mansfield says. 

The decision was made to execute simultaneous 
resolutions in multiple international jurisdictions. So 
in November 2009 law enforcement agencies struck. 

Federal Agent Mansfield says Europol and CEOP 
played a major role in the investigation after the 
server was seized by Dutch authorities. It became 
apparent that the forensic analysis of the server was 
too complex for the Dutch on their own. Europol had 
already been approached to assist with the analysis 
once the server had been seized. That analysis was 
painstaking and took many months to complete. 

By the end of the decoding of the server, details 
on the more than 70,000 registered members had 
been obtained. The data was assessed and relevant 
material disseminated. 


Operation Rescue culminated in March 2011 
with arrests across the globe. By the end of the 
investigation more than 31 Australians were arrested. 
Four of those (including Box and SyD) were among the 
most senior members of the group. Two had reached 
director status. 

Federal Agent Mansfield says the joint investigation 
showcased the true strength of law enforcement 
agencies from multiple jurisdictions working together 
in “this most disturbing and challenging crime type”. 

“The success of these investigations was extremely 
satisfying, not just for the Sydney CP0 team, but for 
all those who contributed, from various other areas 
within High Tech Crime Operations, Computer Forensic 
Team [now Digital Forensics] to investigators who 
assisted from throughout Sydney office. 

“There was certainly an eager willingness from other 
areas of the AFP to assist the team whenever we 
needed resources. Additionally, these investigations 
helped CP0 nationally to mature more quickly and 
contributed to a stable platform for the AFP in 
chairing the VGT.” 
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Screen shots from the new Australian 
Police Child ID App. The app is 
available for download from the 
Apple Store or Google Play. 
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Smartphone * . 
application launched 

A new smartphone application or ‘app’ has been developed to help Australian 
parents quickly find their children if they go missing. 
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The Australian Police Child ID application was launched 
on 28 November, 2012, as part of an initiative to reduce 
the impact and incidence of missing persons. 

The National Missing Persons Coordination 
Centre produced the Australian version of the 
application in partnership with the United States 
Federal Bureau of Investigation (FBI). 

The app was adapted from the FBI's version and 
launched at the American Embassy in Canberra. 

It allows families to store photographs and vital 
information about their children on their mobile phone. 

While the vast majority of children who go missing are 
quickly returned to safety usually within 24 hours of going 
missing, the information stored on the phone can be 
used to promptly provide crucial information to police. 

AFP Commissioner Tony Negus says the 
new app is a welcome initiative to help 
build a safer community for children. 

"By receiving this information so quickly, police will 
have an enhanced ability to find missing children 


and remove them from potentially dangerous 
situations," Commissioner Negus says. 

United States Ambassador to Australia Jeffrey 
L Bleich said he is pleased to see such strong 
collaboration between the FBI and the AFP. 

"US law enforcement will continue to work 
closely with Australian counterparts on future 
projects, especially those with the aim of keeping 
our children safe," Ambassador Bleich says. 

"Time is of the essence. In the event your child was to go 
missing, every second counts, and this smartphone app 
will provide police the chance to expedite their search." 

The application is available at no cost for iPhone 
and Android phone users, includes safety advice, 
check lists for parents and emergency contact 
phone numbers for quick and efficient access. 

The Australian Police Child ID App is available for 
download from the Apple Store or Google Play. 


Anyone with information relating to a missing child should contact their local police or contact the 
National Missing Persons Coordination Centre on 1800 000 634 or email missing@afp.gov.au. 
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The AFP s new forensic facility will 
be a powerful world-class weapon 
against crime in the ACT, across 
Australia and around the region. 


r _■ 


"I think it is going to 
be a game changer 
for the way we do 
our business." 


When the AFP’s new forensic facility is operational by 
late 2015 it will revolutionise the way forensic science and 
technical intelligence is delivered in Australia. 

Construction of the new facility is anticipated to 
commence in late 2013, and to be completed by mid-2015. 
The new building will be the first instalment of the AFP’s 
Majura Master Plan development. The new complex will 
meet the needs of forensic and technical intelligence 
operations of the AFP for the next generation and beyond. 

‘It will be the first of its kind in Australia,” National 
Manager Forensic and Data Centres Julian Slater says. 

‘And it will be pretty much the first of its kind in the world, 
I think it is going to be a game changer for the way we do 
our business.” 


Increasing demand 

Currently located at Weston, Forensic and Data Centres 
(FDC) comprises a large number of specialist forensic 


; TCEjr 
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An artist's impression of the AFP's new 199 hectare Forensic and Data Centres 
facility will revolutionise forensic science and technical intelligence in Australia. 


disciplines. It also accommodates important technical 
intelligence centres such as the Australian Bomb 
Data Centre and the Australian Chemical, Biological, 
Radiological and Nuclear (CBRN) Data Centre. It is 
the sole provider of forensic science and technical 
intelligence capability to the Commonwealth. It will be 
one of only two fully integrated forensic capabilities 
in Australia. 

But the existing facility no longer meets the rapidly 
increasing demand for forensic services. Established 
in 1980 in leased accommodation, it was extensively 
refurbished and expanded in 2000 by converting 
car parking space into laboratory space to meet the 
increasing needs of forensic science. The facility was 
further refurbished in 2007 mainly to accommodate 
the Australian CBRN Data Centre into the FDC 
portfolio. Upgrading and further extending the 
existing facility was considered in order to meet 


increasing demands; however, this did not represent 
value for money. 

As a leased facility, long-term viability of tenure 
at Weston added to concerns. Encroaching urban 
development around the current facility will see the 
Weston site become increasingly incompatible with 
surrounding land use. Additionally, there would be 
the inevitable disruption to service delivery while 
the upgrade was conducted. All of this would be for a 
limited short-term benefit before a new facility would 
be required in any case. 

An even more important consideration for the AFP is 
the limitation of the Weston facility to support the 
required forensic and technical intelligence capability, 
which can no longer effectively meet current or future 
FDC standards and requirements. The volume and 
complexity of the FDC’s workload has been growing 
rapidly over the last decade. This trend is expected 
to continue. 
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Modelling has predicted a fivefold increase in case processing capacity over the life of the facility because of state-of-the-art improvements. 


“The current facility is no longer fit for purpose,” 
Deputy Commissioner Close Operations Support 
Michael Phelan says. “We have outgrown the site 
and it is just not able to keep up with the current 
methodologies required for a current and modern 
forensics facility.” 

World-class solution 

The Majura facility will change all that. Deputy 
Commissioner Phelan says “the new FDC facility 
will leverage off the new technology and new 
methodologies in forensic disciplines. This means 
greater benefits to the AFP, including ACT Policing.” 

“Because this facility is purpose-built, we will not 
only be able to deal with those small-volume crimes 
but also be able to deal with the large-scale forensic 
activities that need to take place.” 

The AFP’s submission to the Parliamentary 
Standing Committee on Public Works (PWC) 
highlights the quantum leap in capacity the 
Majura facility will deliver. The new facility will 
provide FDC with increased capacity so that several 
complex examinations can occur at the same time. 
Alternatively, a complex examination can occur in 
parallel with more routine casework. The significant 
increase in capacity at the new forensic facility will 


be achieved through the use of an integrated ‘search 
precinct’, and the use of the latest technologies. 

Benefits 

The new FDC facility at Majura will enable a 
collaborative forensics model where all scientific 
disciplines will be able to come together, ensuring a 
more responsive and high quality outcome. Integration 
will allow the FDC field, analysis and intelligence 
capabilities to work better together, leading to more 
timely results and a greater contribution to the 
investigation of all crime types. 

Bringing the full range of discipline specialists 
together to perform a collective assessment and initial 
processing of exhibits in a collaborative ‘search 
precinct’ will transform exhibit handling and harness 
evidence immediately. Due to the limitations of the 
current facility, exhibits need to be transferred back 
and forth from the exhibit store to the different 
disciplines involved. The evidence is examined in 
isolation by one discipline and then transferred to 
another discipline. This is done sequentially and in 
isolation from colleagues in other disciplines. 

The time and procedural inefficiencies of this 
process are typical of the impact generally of the 
ever struggling facilities at Weston. At Majura, the 
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"The current 
facility is no 
longer fit for 
purpose." 


search precinct will enable all disciplines to view 
evidence together, making a collective assessment 
of the analysis required, and the optimum process 
pathway for the exhibit. 

Another major step forward made possible by a 
new facility is the use of significant contemporary 
forensic practices for the first time. This includes 
plans for specialist analysis of scientifically sensitive 
DNA samples such as ‘Low Copy Number DNA, the 
culturing of micro-organisms, and trace-element 
profiling. These techniques require rooms that can 
be cleaned to rigorous scientific standards that the 
Weston facility is unable to achieve because of the 
ad hoc nature of its development and insufficient 
airflow control. 

Internal modifications to the current facility will 
not rectify these contamination challenges. The 
AFP submission to the PWC stresses that delays 
in evidence processing are inevitable at Weston. 
Similarly, the risk of contamination or loss of forensic 
evidence is an ever-present concern — protecting 
against this requires layer upon layer of cumbersome, 
time intensive quality management processes. 

“Experience from Victoria and overseas suggests that it 
is not a question as to whether those problems would 
emerge for the AFP, but rather when those problems 
will emerge...” the submission said. The new forensic 
facility has been specifically designed to address those 
challenges as well as providing flexibility to respond 
to emerging needs. 

Low Copy Number DNA is a case in point. Analysing 
this sensitive form of DNA is now possible through 
advances in scientific knowledge. However, the 
incredibly small amounts of DNA used in this process 
make them extremely vulnerable to background 
contamination. The unsuitability of the Weston 
facility has meant that the AFP is unable to implement 
this and similar techniques and has on occasion 



Above: The high-tech nature of forensics has outstripped 
the AFP facilities at Weston in Canberra. 


outsourced forensic analysis of Low Copy Number DNA 
to New Zealand and the United States. 

The innovations incorporated into the new facility, 
supported by work processes adapted to take best 
advantage of the new facility, provide the foundations 
for the Rapid Lab Process. Modelling conducted by 
Ernst and Young estimates reductions in processing 
time in the order of 60 to 70 per cent. This means 
reducing turnaround time for analyses from weeks 
to days. 

Assistant Commissioner Slater says we have been 
trying to break down some of the barriers about 
the way people have thought traditionally on how a 
laboratory should be designed. “The approach used 
for the design of the new facility is very much like a 
very modern research laboratory rather than what is a 
stereotypical forensic laboratory.” 


AFP PLATYPUS MAGAZINE April 2013 


37 











The AFP bomb response capability has 
greatly expanded since the creation 
of the Specialist Response Group. 


omb Response Team has greatly expanded its 
role sihce the formation of the Specialist Response Group. 


Formation of the AFP’s Specialist Response Group 
(SRG) in July 2012 created Australia’s largest specialist 


had been developed and deployed to achieve 
different outcomes. 


policing capability. The amalgamation consolidated 
resources and created new specialisations in the 
process. The creation of the SRG also enhanced 
existing capabilities. The AFP’s Bomb Response Team 
is a perfect example of where the unified entity is now 
greater than the sum of its former parts. 

The SRG was created from combining the AFP’s two 
specialist response capabilities - the Operational 
Response Group and ACT Policing’s Specialist 
Response and Security Team. Similarly, the national 
Aviation Bomb Appraisal Officer capability and 
the ACT’s Bomb Response Team joined forces on 
amalgamation. The unified AFP model was created on 
1 July, 2012, and named collectively as the SRG Bomb 
Response Team. 


The BAOs deploy at the AFP national level as first 


responders to suspect bomb situations. Essentially, . 
their core role is to search, locate, identify and confiri 
the existence of a bomb or improvised explosive 
device (IED). 

They are employed in Aviation at airports, in 
Protection to support high-level visits and in ACT 
Policing in the first-responder role. Typically, a BAO 
might respond to analyse a discarded bag at an 
airport to determine if it’s a threat. The BAO’s role 
ends when an assessment is made. If the assessment 


S£ 


determines there is a real threat then the state-based 


Response Team 

One team 


Bomb Response Technicians from the relevant law 
enforcement jurisdiction are called in to disarm or 
disassemble the threat. 


The creation of the SRG streamlined the two former 


entities into one team. Pre-SRG, the Bomb Appraisal 
Officers (BAOs) and the Bomb Response Technicians 
were different disciplines with different missions. 
While they had many complementary skills, they 


The Bomb Response Technicians have expertise in 
commercial, military and home-made explosives. 
They provide a chemical, biological and radiological 
response capacity where explosives or the threat of 
explosion is present. Bomb Response Technicians also 
have a strong understanding of the techniques and 
methods used by terrorists. 
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"Straight away we 
knew the guy had 
the means ..." 


The primary role of the Bomb Response Technicians 
after the creation of the SRG is to continue providing 
community policing services in ACT Policing. A major 
benefit with amalgamation into the national entity 
for the AFP Bomb Response Technicians is to support 
broader national roles and international missions. 

A third component of the SRG Bomb Response Team 
is its Bomb Search Team. This part-time component 
from the ACT Policing pool of operations is called 
on to provide extra capacity for special search 
activities. The Bomb Search Team may contribute to 
search activities for major regional events, provide 
search capacity for visiting dignitaries as required 
and be deployed in a support capacity for bomb 
response operations. 

The SRG’s Bomb Response Technicians and Bomb 
Appraisal Officers are located in Canberra on a full¬ 
time basis. Additional Bomb Appraisal Officers are 
situated with their primary business areas in the 
AFP, Defence and other government agencies at the 
national level. They will remain in place to provide 
the specialist first-responder role. The significant 
difference after the creation of the SRG is that the 
collective AFP bomb response capability is now 
coordinated, managed, directed and developed from 
within the SRG. 

Central coordination of training for all bomb 
response capabilities is now conducted by the SRG. 
Acting Officer in Charge of SRG Specialist Response 
Disciplines Mark Holmes says both disciplines are 
now cross training in the fundamentals of each 
specialisation through a common curriculum. 

“Under the new structure, all prospective applicants 
seeking to become an AFP Bomb Response Technician 
attend a seven-week Basic Bomb Technician Course,” 
Sergeant Holmes says. “The curriculum will be 
identical to the Bomb Appraisal Officer course in terms 
of ‘search-appraisal and first-response’ of a bomb 
scene. They will also receive the same base training in 
X-ray radiography. 

“This new capacity also includes the training capability 
we can offer externally. This has been greatly 
enhanced by the amalgamation of the Bomb Appraisal 
Officer program with the Bomb Response Technician 
discipline,” Sergeant Holmes says. 

After a further four years of on-the-job training, 

Police Bomb Technician members may then be granted 



A Bomb Appraisal Officer conducts an airport search, 
senior technician status. This allows them to make 
decisions inside the inner cordon of real-time tasks. 


Operational 

The formation of the SRG Bomb Response Team 
has greatly expanded the operational opportunities 
for members. Before amalgamation, the AFP Bomb 
Response Technicians were employed specifically 
to service ACT Policing, as state and territory 
jurisdictions have their own bomb response 
capabilities. Similarly, the Bomb Appraisal Officers 
were employed to service very specific functions in 
their first-response role. This has changed since the 
creation of the SRG Bomb Response Team with its 
national and international roles. 

“We have the localised role in the ACT and a great 
deal of our work comes from there. We also have 
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An X-ray image reveals a bomb in a backpack. All AFP Bomb Response Team 
members now receive common training in bomb-response technologies. 


a national and international aspect to the role to 
deploy with the SRG in support of AFP operations,” 
Sergeant Holmes says. 

Still, the primary mission of the SRG Bomb Response 
Team is the identification and removal of explosive 
ordnance. Even so, that mission is always increasing 
in its complexity due to the changing methods and 
sophistication of terrorists and criminals. The result 
is a multi-faceted mission that requires continued 
innovation in personnel, training and equipment. 

In the ACT, tasks include the recovery or disposal of 
World War II ordnance and commercial explosives 
from rural properties that may have been sitting in 
place for 25 years and are now unstable. 


“There is a lot of 1950s era military ordnance from 
training exercises,” Sergeant Holmes says. 

A more insidious modern presence is IEDs. The 
teams train for a variety of scenarios, from 
person-borne IEDs to vehicle-borne IEDs. The 
training for vehicle-borne IEDs includes the 
contingency where an operator “gets hands on to 
disarm or disassemble the IED when it’s outside of 
the capabilities of the robot”. 

Additionally, the SRG Bomb Response Team has a 
national and international counter-terrorism role. 
This includes dealing with chemical, biological 
and radiological threats anywhere in Australia. 

The BRT has also adapted its operations since 
amalgamation to better support other key law 
enforcement capabilities in the AFP. This includes 
providing support to other specialist discipline 
teams, investigative areas, learning-and- 
development programs and delivering training to 
external agencies domestically and overseas. 

Real-time 

An operational response on Norfolk Island provides 
a perfect example of the Bomb Response Team’s 
operations and the danger explosive ordnance 
poses to the community. From 16-31 March, 2011, 
the Bomb Response Team in company with a 
support element of AFP Protective Service Officers 
and AFP Forensic Chemists deployed to Norfolk 
Island to assist in the recovery and destruction of 
505 kilograms of commercial explosives including 
1000 explosive detonators. 

The explosives were discovered by the Norfolk 
Island Police Force (NIPF) in a storage room within 
Norfolk Island’s central business district of Burnt Pine. 

With assistance from the NIPF, the explosives were 
removed by Bomb Response Team personnel and taken 
to an identified area of the island to be disposed of by 
controlled demolition, which consisted of more than 
100 detonations. 

The controlled detonations presented a number of 
challenges, notably the small size of the island, 
ecological and environmental considerations, logistical 
issues and community expectations. 

While the Bomb Response Team was conducting 
demolitions of the initial explosives store, an 
additional 3.7 tonnes of the explosive agent, Nitropril, 
was also found to be in storage on the island. 
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The unsafe storage of this product, its deteriorating 
state and proximity to the central business district 
were a major concern to the Bomb Response Team 
and the NIPF. The cache remained under guard until 
controlled explosive operations were complete with 
regard to the first find. 

The Nitropril was then inspected and relocated to 
a secure compound adjacent to the Norfolk Island 
Police Station where it remained under guard of 
the PSO detachment until it was disposed of by a 
commercial venture. 

The exacting nature of the work is also evident 
with an operational response in Canberra. In 2012, 
a 12-hour multi-agency response to a home-made 
explosives laboratory illustrates the complexity of 
dealing with explosive ordnance threats. An ACT 
Policing patrol identified suspicious items at a 
Canberra residence, which suggested there might be 
dangerous materials located there. These included 
‘recipe books’ on explosives, suggesting the person also 
had some level of knowledge on explosives. 

SRG Bomb Response Team first responders entered the 
premises and concluded there was a very real threat. 
Along with the recipe books, there were a number of 
materials inside jars. An IED was also readily evident 
under a bed. 

An ‘immediate risk’ assessment was progressed to the 
police forward commander, who ordered cordons to be 
established. An evacuation of the immediate area was 
also initiated to secure and contain the area and to 
assist in the preservation of evidence. 

“The Bomb Response Team aided forensic chemists in 
the recovery of samples inside the scene for test and 
trace analysis. This way we know exactly what we are 
dealing with before the bomb technicians enter the 
inner cordon,” Sergeant Holmes says. 

Each discovery of a new item at the residence 
provided more cause for concern. Inside was a variety 
of homemade explosive chemicals and commercial 
compound explosives. These explosives included black 
powder. There was also a form of organic peroxide 
explosives, which are highly sensitive to heat, shock 
and friction. 

“Straight away we knew the guy had the means, his 
documentation told us that he had the knowledge, and 
then we find he had the materials present as well as 
hazardous material in the form of an IED.” 

As bomb technicians enter the scene they conduct a 
rapid assessment as part of normal standard operating 



Bomb-making implements seized during the 
'search-appraisal first-response' by the SRG Bomb Response Team. 


procedures. Each action taken is reported back to the 
command centre and plans are formulated. Bomb 
technicians work on the premise that where there 
is one bomb there will be two and the assessment 
is conducted thoroughly and methodically. In this 
instance a pipe bomb was subsequently found in 
a drawer. 

Sergeant Holmes says every step is planned but 
there is always risk to the operator. Some explosive 
materials are extremely sensitive to variables, such as 
static electricity. This could simply be the electrical 
charge in the ambient environment. All these 
factors contribute to the planning process to remove 
the threat. 

Once a course of action was decided in this instance 
the bomb technicians began blast mitigation and 
render-safe operations. Sergeant Holmes says only 
the two bomb technicians were used inside the inner 
cordon to limit potential casualties. Meanwhile, 
support elements were outside of the cordon area ready 
to assist. Every step taken is planned, says Sergeant 
Holmes, and every action is communicated to the 
police forward commander. 

“We use robotics wherever we can,” he says. “However, 
in circumstances like a home-made explosive lab in 
confined spaces robotics is not always an option. In 
this case, a technician has to dress up in the explosive 
ordnance disposal suit and go forward to conduct the 
task manually. 

“All the training we do is designed to meet and enhance 
the response to these types of threats — while planning 
for tomorrows.” 
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Major 
equipment 
used by the 
SRG Bomb 
Response Team 

The dangerous nature of explosive 
ordnance demands the very best in 
equipment and technology. The SRG 
Bomb Response Team deploys a 
range of state-of-the-art equipment. 

Bomb response robots 

The SRG Bomb Response Team has six robotic platforms, each 
with a specific task. The different capabilities cover off on the 
range of possible tasks that may be encountered. Some are suited 
to different terrains, from the urban environment to the jungle. 

Others are suited to traverse through houses, while some are 
ideally suited to confined spaces such as ducts or sewer drains 
and aircraft, buses and trains. 

The robots are highly innovative in their response to a task. That 
could be supporting a negotiator with a stronghold food drop 
or providing communications. The on-board communications 
systems on each platform allow operators to speak through the 
robots and to hear back through them. 

Operators can use robots to carry things forward like mobile 
phones. The robots can sit on task for many hours and conduct 
static surveillance of a stronghold. They can be situated forward 
of where a human would normally be to avoid endangering 
human life. The largest SRG robot, the tEODor, has a range of 
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The tEODor bomb response robot is the 
largest of the AFP's six platforms. 



A tEODor bomb response robot changes tools by remote control. 











The trailer-mounted total containment chamber can safely confine a detonation of hazardous explosive materials. 


electrical tools such as a drill or grinder that can be 
changed remotely by an operator. 

The robots assist other specialist capabilities to 
gather intelligence and feed it back to the forward 
commander to make assessments. They have a 
chemical-biological role where they can move into 
areas that don’t support human life. They can also 
act as extraction tools if a person is injured inside an 
inner cordon. The robot can be deployed forward and 
drag a person out. 

Explosives containment chamber 

The total containment chamber provides the SRG 
Bomb Response Team with a mobile blast container 
that can withstand multiple detonations of 
several kilograms. 

It can be operated from a remote distance when used 
in conjunction with robotic platforms, providing an 
added layer of protection to operators, first responders 
and infrastructure. 

It is completely mobile and can be towed to remove 
devices to safe areas for detonation. It is gas-tight and 
provides protection against lethal toxicity. Gases can 
be sampled remotely after a detonation to ensure they 
can be safely released into the environment. 

The unit has a number of operating mechanisms, 
providing the police bomb technician with options 
on deployment and risk mitigation for the human 
controller. These include large external switches on 
the external casing of the container that allow for 
complete automation by robotic vehicle use only. 

The containment chamber can be controlled remotely 
by wireless control systems to provide standoff 
distance and safety when robotics can’t be used. The 
containment chamber can also be operated through 


fibre-optic systems. This allows continued use where 
the wireless signal is not sufficient to maintain 
operation due to the surrounding environment or 
through the use of other specialist equipment. 

The specialised features of the total containment 
chamber ensure a multi-faceted response capability, 
suitable for chemical, biological, radiological and 
explosive incidents. 

Explosive ordnance disposal suits 

The SRG Bomb Response Team has two types of 
explosive ordnance disposal (EOD) suits in service. 
The E0D9 ballistic suit is the tried-and-true suit 
used by bomb response technicians for render-safe 
operations. The AFP recently purchased a number 
of lightweight EODTac-6 ballistic suits for use by 
Bomb Appraisal Officers. The AFP is the first police 
service in the world to deploy this particular suit and 
helmet configuration. 

The lightweight EODTac-6 is ideally suited to Bomb 
Appraisal Officer operations inside confined spaces 
such as aircraft where the bulkier E0D9 suit is 
less suited to the role. This particular suit-helmet 
configuration was developed in the last two years. 

The suit is modular in design and the arm, elbow 
and leg components can be swapped to better suit an 
individual operator. The AFP therefore only needed 
to buy a certain number of suits with additional 
componentry to fit out the entire team. 

Acting Officer in Charge of SRG Specialist Response 
Disciplines Mark Holmes says while the EODTac-6 
is ideally suited to aviation policing, it potentially 
has many other uses. These include home-made 
explosive labs, chemical, biological and radiological 
operations, and search activities in a possible IED 
threat environment. 
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Perspective 

By Ian McCartney, 

Manager Criminal Assets 


Making 
organised 
crime pay 



Taking the profit out of crime — a Lamborghini is seized 
by the Critical Assets Confiscation Taskforce. 


Introduction 

Considerable literature has been and continues to be 
written about combating organised crime. Historically, 
in Australian law enforcement, we developed a 
strong focus on reaching out to countries such as 
the United States and the United Kingdom to gain 
knowledge on successful strategies that have been 
introduced. In recent times there has been significant 
policy development in Australia on a coordinated 
response to organised crime. This has been 
complemented by structural and cultural changes 
within the AFP, with maturing discussion on the 
importance of embracing prevention and disruption. 
There is a growing realisation and acceptance that we 
cannot simply 'arrest our way' out of the problem of 
organised crime. 

The move towards a more 
coordinated approach 

On 4 December, 2008, then Prime Minister Kevin 
Rudd announced a new national security policy to the 
Australian Parliament. For the first time, organised 
crime was recognised as an issue of national security. 
Before Parliament, the Prime Minister highlighted the 
growing complexity of organised crime as a security 
challenge in the modern global environment. 


Recognising this focus, the Organised Crime 
Strategic Framework (OCSF) was launched 
in November 2009 by the Attorney-General's 
Department, which was implemented by a variety 
of agencies in a complex and fluid organised 
crime environment. The development of the OCSF 
was driven and coordinated by the Attorney- 
General's Department. It was designed to provide 
Commonwealth agencies with a single, unified, 
strategic policy direction and to promote a more 
integrated and collaborative approach to combating 
organised crime. 

As an issue of national security, there was an 
emerging appreciation of the need to move from a 
reactive approach in combating organised crime, to 
an approach where capability and capacity were 
shared and coordinated within the Commonwealth, 
across state, territory and international partners, 
and with strong linkages to both industry and 
the community. 

The key elements of the OCSF include: 

• an Organised Crime Threat Assessment (OCTA) 
to provide a clear picture among relevant 
stakeholders of the most significant threats and 
harms arising from organised criminal activity 

• an Organised Crime Response Plan (OCRP) 
to align Commonwealth efforts to respond 
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"... we cannot 
simply 'arrest 
our way' out of 
the problem of 
organised crime." 


to identified and emerging organised crime 
threats, currently identified as money 
laundering, amphetamine-type stimulants (ATS) 
and identity crime 

• implementation of multi-agency approaches to 
respond to operational, policy, regulatory and 
legislative issues arising from the OCRP. 

Five capabilities are required to support the 

implementation of these key elements of the OCSF: 

• Capability 1: Intelligence, Information Sharing 
and Interoperability 

• Capability 2: Targeting the Criminal Economy 

• Capability 3: Investigation, Prosecution and 
Offender Management 

• Capability 4: Preventative Partnerships with 
Industry and the Community 

• Capability 5: International, Domestic and 
Commonwealth Partnerships. 


It is important to note that the OCSF is not an 
identification of a 'new way' to target organised 
crime. It is, however, significant, as it consolidates 
into a concise doctrine the recently developing 
strategic thinking, with a focus on coordination, 
partnerships, prevention and disruption. 

The key underlying theme is the issue of 
collaboration, and the OCSF is a clear direction 
from the government that collaboration is expected 
and required. 

This theme has continued and strengthened in 
Australia's National Security Strategy, which was 
announced by Prime Minister Julia Gillard in January 
2013. Serious and organised crime is one of seven 
key national security risks, and working together in 
effective partnerships is one of three areas where 
government will focus increased effort. 


Taking the profit out of crime - a boat is seized during Operation Beaufighter. 


















































An aircraft seized during Operation Rosa. 



Impact on the AFP 



The AFP Annual Report 2011-2012 highlights that 
during the last two years, there has been a doubling 
of both narcotics seized and assets restrained, 
compared to the previous year. The majority of these 
results have emanated from joint operations with 
state, territory and international partners. 

In developing innovative strategies to combat 
organised crime, a clear understanding of the 
criminal environment is an imperative. 

The globalisation of organised crime is having an 
increasing impact on the criminal environment in 
Australia. Now, more than ever, organised crime 
impacting on Australia is being facilitated by major 
organisers overseas. 


In 2009, the AFP's seven strategic principles were 
established by AFP Commissioner Negus to govern 
the direction and ethos of the AFP. Two of the 
principles were to 're-invigorate investigations' and 
'build productive relationships'. 

In 2010, Booz & Co Consultants were commissioned 
to work with the AFP to develop a new operating 
model for investigations, which resulted in the 
Concept of Operations Crime Program. That 
same year, the Border and Economic and Special 
Operations functions were blended into the newly 
created Crime Program comprising Crime Operations 
and Serious Organised Crime, with a key focus on: 

• a flexible utilisation of resources to respond to 
organised crime and emerging crime types 

• prevention and disruption 

• harnessing the importance of relationships and 
collaboration with colleagues across the AFP 
and domestic and external partners, as well as 
the private sector and the community. 

In promoting collaboration for a number of years, the 
AFP's vision has been 'to fight crime together and 
win'. This vision statement was recently endorsed 
again by the AFP Executive. 

Closer operational cooperation has been forged 
with Commonwealth agencies and there has been 
support by state and territory partners to collaborate 
with the AFP. Since 2010, the AFP has enjoyed 
significant operational success in partnering with law 
enforcement agencies. 


Recent narcotic investigations have highlighted 
the prevalent trend of overseas organisers sending 
'shore parties' to facilitate the sale of narcotics to 
Australian buyers and the movement of their profits 
offshore. This is compared to historically when the 
organisers of large-scale drug importations were 
Australian based. 

An example of this is AFP Operation Serrata. In 
July 2012, four Flong Kong nationals were arrested 
and 558 kilograms of narcotics, heroin and 
methamphetamine were seized. It will be alleged 
that the four Hong Kong nationals entered into the 
country to facilitate the importation on behalf of 
organisers in South-East Asia. 

The recent AFP Operation Lino is another good 
example of overseas organised criminal activity 
impacting heavily on the Australian community. 

A criminal group in Romania targeted the computer 
systems of Australian retailers and was subsequently 
able to steal credit card details, which assisted 
in facilitating fraud in the millions of dollars. All 
organisers of this activity were based in Romania; 
none were in Australia. 

Rather than attempting a reactive investigative 
response, the focus needs to be on prevention 
and disruption to create a hostile environment for 
organised crime to operate in Australia. 

Creating a hostile environment for organised crime 
requires a change in capability and, importantly, a 
change in culture in how we investigate. 
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"Creating a hostile 
environment for 
organised crime 
requires a change 
in capability..." 



As noted, there has been a structural change with 
the development of the crime program. 

Furthermore, the AFP over the last number of years 
has continued to expand the AFP International 
Network, particularly increasing its footprint in Asia 
to 'take the fight offshore'. The AFP International 
Network currently comprises 89 AFP appointees in 
29 countries working with international partners to 
disrupt crime before it impacts on Australia. 

In reviewing the effectiveness of the OCSF, the AFP 
has also raised the importance of focusing on the 
vulnerabilities that facilitate and enable 
organised crime. 

There have been ongoing discussions within the 
AFP about the key facilitators in the supply chain of 
organised crime and how best to create a hostile 
environment for those facilitators. These key 
facilitators include transport, communication and the 
provision of financial services. 

In response, the AFP has developed a number of 
initiatives with partner agencies. These initiatives 
are complementary to the strategies of the OCSF, 
and they target the key facilitators and harden the 
environment so that organised crime cannot flourish. 


Key initiatives 

The Polaris Taskforce. 

Based in Sydney, the 

Polaris Taskforce is responsible for coordinating 
the activities of the Australian Customs and 
Border Protection Service, NSW Police Force, 
the Australian Crime Commission (ACC) and the 
NSW Crime Commission in targeting serious and 
organised criminality impacting on the international 
sea cargo terminals and associated supply chains. 

The taskforce focuses on exploitation by criminal 
networks of legitimate business processes within the 
maritime sector. 

Since commencing operational activity on 1 July 
2010, the Polaris taskforce has affected 39 arrests 
(including 182 charges) and seized more than 
12 tonnes of illicit substances and pre-cursor 
chemicals, $1 million in cash and 11 firearms with 
a further eight surrendered. It has also seized 
119 tonnes of illicit tobacco and 92 million individual 
cigarettes, preventing the evasion of approximately 
$77 million in tax revenue. 


Operation Luwen resulted in the seizure of $6,496,760 in December 2011. 
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Establishment of the Criminal Assets Confiscation Taskforce has resulted in restraining 
of $99.79 million in assets in the 2011/12 financial year. 


Given the success of Polaris, the concept has now 
been expanded to establishment of taskforce teams 
in Melbourne and Brisbane. 

Creation of money laundering investigation 
teams. In 2011, the AFP established dedicated 
money laundering investigation teams in Melbourne 
and Sydney to proactively target alternate remittance 
dealers and professional money laundering 
syndicates involved in laundering illicit funds on 
behalf of organised crime. 

Money laundering. Investigations by the Money 
Laundering Short Term teams, in collaboration with 
partners including the ACC, Australian Taxation 
Office (ATO) and AUSTRAC, have resulted in: 

• cash seizures of approximately $23.6 million 

• 33 persons arrested and charged with money 
laundering offences. 

Creation of the Criminal Assets Confiscation 
Taskforce. The AFP-led taskforce brings together 
resources from the AFP, ACC and the ATO to 
enhance asset confiscation and take the profit 
out of crime. The collaborative nature of the 


taskforce ensures a coordinated and integrated 
approach. This approach removes the proceeds and 
instruments of crime, but importantly it also prevents 
the reinvestment of criminal profits into further 
criminal activity. 

Establishment of the taskforce has contributed to a 
significant improvement in assets-restrained results. 
In the 2011/12 financial year, $99.79 million in assets 
were restrained. 

Conclusion 

Creating an environment hostile to crime by working 
collaboratively and targeting the infrastructure that 
supports criminal endeavours are proving to be 
sound strategies in combating serious and organised 
crime. Recent operational successes have shown 
the value of these initiatives. While we will never be 
free of crime, by deploying our resources in more 
creative ways, and focusing on a range of strategies 
designed to prevent and disrupt organised crime, we 
can ensure we have the greatest possible chance 
of success. 
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The Project Wickenby Taskforce was established in 2006 
to investigate internationally promoted tax arrangements 
that allegedly involve tax avoidance or evasion and, 
in some cases, large-scale money laundering. 


Since then, investigations have resulted in 51 people 
being charged by the AFP. This includes promoters of 
schemes, participants and high-wealth individuals. 

AFP action to date has resulted in the forfeiture of in 
excess of $49 million in proceeds of crime. 

Additionally, the AFP has directly contributed to over 
$100 million in taxation assessments and penalties 
being raised from scheme participants. 

People have been charged with offences ranging from 
fraud to money laundering with maximum penalties 
ranging from 10 to 25 years’ imprisonment. 

Primary goals 

• Reduce tax avoidance and evasion 

• Enhance Australia's capability to detect, deter and 
deal with international tax avoidance and evasion 

• Assure the community the government is tackling 
serious abuse of the taxation system. 

The AFP and its Project Wickenby partners (see panel 
over page) have witnessed an identifiable shift in the 
behaviour and operations of organised tax evaders. 


AFP National Coordinator Project Wickenby Arthur 
Moerman says the AFP contribution to the taskforce 
comprises investigators, forensic accountants and 
investigative assistants. 

“The impact and results of Wickenby have exceeded 
the expectations of the taskforce,” Detective 
Superintendent Moerman says, “and they have been 
very significant in maintaining the ongoing support of 
the government in funding the project till 2015. 

“The whole-of-government approach in Wickenby has 
been the reason the taskforce has been successful. 

“I’m not so much surprised as impressed with what 
can be achieved through efficient information and 
intelligence sharing, cooperation, commitment, and a 
dedication to effective disruption strategies.” 

Milestones 

• Twenty-nine people have been convicted of 
indictable offences. Twenty have pleaded guilty 
and nine were convicted after trial. One person was 
found not guilty after trial. Two people have had 
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"Just like with 
Al Capone - 
you can catch 
criminals by 
following 
the money." 


the charges withdrawn after a trial of 
22 weeks resulted in a hung jury. 

• Scheme participants have been sentenced 
to terms of imprisonment ranging from 
2-4 years. Some of these sentences 
have been wholly suspended or served 

as Intensive Correction Orders or 
home detention. 

• One high-wealth individual was found 
guilty of money laundering and fraud 
offences after a five-week trial and was 
sentenced to eight years and six months’ 
imprisonment with a non-parole period of 
four years and nine months. 

• One promoter was found guilty of fraud 
offences after a 22-week trial and was 
sentenced to eight years and eleven 
months’ imprisonment with a non-parole 
period of six years and eight months. 

• One promoter pleaded guilty to fraud 
offences and was sentenced to eight years 
and three months imprisonment with 

a non-parole period of four years and 
eleven months. 

Operation Beaufighter 

A major success of Project Wickenby was 
the joint seven-month Operation Beaufighter 
investigation between the AFP and ATO in 
2012. 

Operation Beaufighter is the largest tax 
fraud investigation identified since Project 
Wickenby was launched. 

It culminated in April-May last year when 
investigators arrested and charged two men 
with conspiring to dishonestly cause a loss 


to the ATO and conspiring to deal in the 
proceeds of crime. 

Beaufighter effectively dismantled a 
multi million dollar tax evasion and money 
laundering scheme which has to date 
resulted in a loss to the Commonwealth of 
over $200 million. 

During the operation, the Commonwealth 
Criminal Assets Confiscation Taskforce 
executed six warrants in NSW 
and Queensland. 

Real estate and luxury items, including 
Rolls Royces, a Lamborghini, an Aston 
Martin, a Mercedes, a BMW and yachts 
were restrained. To date the Criminal Assets 
Confiscation Taskforce has restrained 
$54 million. 

It also was a milestone for AFP operations. 
Legislation that came into effect in 
January 2012 gives the AFP its own powers 
to commence and conduct proceeds of 
crime litigation. 

Operation Beaufighter was, therefore, the 
first time that the AFP conducted litigation 
to restrain assets in its own right. 

Minister for Home Affairs and Minister 
for Justice Jason Clare congratulated the 
AFP ATO investigation. 

"Organised crime is driven by money. 

Take away their money and assets and it 
reduces the incentive to commit crimes," 

Mr Clare said. 

"The Criminal Assets Confiscation Taskforce 
was set up in January [2011] to target the 
profits criminals make. 

"Just like with Al Capone - you can catch 
criminals by following the money." 


Project Wickenby partners 


The whole-of-government support between 
Project Wickenby agencies has led to an identified 
shift in the behaviour and operations of organised 
tax evaders. Contributing agencies are: 

•Australian Taxation Office 
•Australian Federal Police 
•Australian Crime Commission 


•Australian Securities and 
Investments Commission 

• Commonwealth Director of Public Prosecutions 
•Australian Transaction Reports 

and Analysis Centre 

• Attorney-General's Department 

• Support from the Australian 
Government Solicitor 




AFP gets social 
on Facebook 


"It was one small click for the Social Media team and one giant leap for the 
AFP," quipped an AFP member as Commissioner Tony Negus launched the AFP 
onto Facebook and into the realms of social networking on 11 February 2013. 


A couple of hours later, the AFP Facebook page had 
1000 ‘likes’. Within 36 hours, it had almost 8000 
‘likes’ and growing — surprising even the AFP Social 
Media team. 

It is an important step in harnessing the power of the 
Internet and social networking and talking directly to 
a large community of people important to the AFP. 

“Over a billion people use Facebook worldwide, 
and nearly 12 million of those are Australians,” 
Commissioner Negus said. 

“What our official Facebook page aims to do is 
engage with the Australian public by building on our 
existing online presence as part of our multi-channel 
communications approach. This includes the AFP 
website, Platypus, crime prevention messaging and 
other links to the community.” 

The purpose of the AFP’s official Facebook page is to 
raise awareness of the AFP and its activities, and to 
engage with the Australian community on issues of 
mutual concern. 

It also has potential to support operational work by 
acting as an information resource or as an engagement 
and awareness tool for crime prevention and 
recruitment messages. 


Team Leader of the AFP Social Media team, Federal 
Agent Erica Hanisch, says it is an exciting time for the 
organisation. 

“I have been talking to a counterpart in another 
Australian police force and it took them six months 
to reach 8000 likes on their Facebook page,” Federal 
Agent Hanisch says. “The success of the AFP page is 
massively unexpected, but very welcome.” 

Federal Agent Hanisch joined the AFP in 1989 and 
worked in a number of operational areas in the AFP’s 
Sydney office before beginning a series of overseas 
deployments with the International Deployment Group 
in 1999. 

Her interest in social media was stirred when 
a colleague in Timor-Leste told her she should 
be communicating on Facebook. Since then 
she has completed a Bachelor’s degree in media 
communications and has just finished her Masters 
in Organisational Communication, with a focus on 
social media. 

She says the AFP has done a very good job in 
communicating in the traditional media environment 
and maintains a very good reputation with the 
community and government. 
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But she adds that the revolution of social media 
has shaped the community’s expectation on how 
organisations should engage with them. 

“They expect us to show more of a human side and to 
engage with them on a more social level — hence the 
term ‘social media’. Social media was once thought of 
as a place where you socialise, have fun and hang with 
your friends. 

“It is now more a definitive term of ‘social’, meaning 
‘people interacting’, and that’s the expectation now 


of our audience - that we will engage with them in a 
more social manner on social media.” 

Federal Agent Hanisch says that social media, for a 
government agency, needs to be managed strategically 
and should be utilised as a channel of engagement 
rather than a broadcast means of communication. 

“Government organisations like the AFP are used 
to communicating with their audiences in a certain 
way. We are all going to have to adjust our cultures of 
communication control and start listening more, if our 
use of social media is going to be effective.” 


Team Leader Social Media Erica Hanisch, left, Manager Corporate Communications Mark Ney and Social 
Media team member Emma Gerard celebrate the launch of the AFP Facebook page. 
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The AFP's Innovation Centre 
is another great idea for 
technology advantagejjjpi 
Australian law enforcement. 
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While most of us are head down and busy with the 
moment, AFP Chief Information Officer (CIO) Rudi 
Lammers is thinking about the future through the 
AFP Innovation Centre. As Assistant Commissioner 
Lammers says “if it wasn’t for people like Steve Jobs 
where would we all be today?” 

“His innovation brought about massive change for the 
everyday person in the street, and that is what we 
hope to do for police in the Innovation Centre here,” 
Assistant Commissioner Lammers says. 

The centre was opened at AFP Headquarters in 
Canberra in March 2012, with an aim of fostering 
cooperation between the AFP and industry to provide 
technology that assists in preventing and detecting 
crime. But behind that stated aim is a lot more. 

The AFP Innovation Centre is about ideas - very 
good ideas. 

AFP Coordinator Technology Innovation Frank 
Schiliro says the Innovation Centre provides a 
practical environment to develop and test information 
communications technology (ICT) before its 
deployment into service. 

“The Innovation Centre was created in response to 
the AFP’s business requirement to reduce the cost of 
resources and operational processes,” Federal Agent 
Schiliro says. “We are trying to achieve a competitive 
advantage by using a try-before-you-buy approach to 
access new technologies.” 

A different concept 

The Innovation Centre’s model of technology projects 
differs significantly from others. Federal Agent 
Schiliro says old methods of project managing 
technology procurement are problematic. 

“The way it’s been done in the past in a lot of places 
is that people come up with a need and they want 
technology to fill that gap. There is nothing that they 
can tangibly feel or see or hold. So they have to engage 
with consultants, bring in the development team and 
build something.” 

According to Federal Agent Schiliro, that’s a very long 
cycle and it takes a long time to get what they want. 

“Then at the end of the project they come out 
with something that is not always exactly what 
they wanted.” 


The Innovation Centre’s model essentially turns this 
process around. It doesn’t have a procurement function. 
It’s about the ideas. 

In working with ICT producers and vendors on a 
continual basis, the AFP and industry are building 
relationships. The Innovation model looks at what 
already exists with industry and industry gets a more 
realistic understanding of what the AFP needs, how 
the AFP works and how it goes about its business. 

“Even though a lot of industry and vendors think 
they have a good idea of what police do, when you sit 
down and talk to them their whole concept is really 
based on what they see on television,” Federal Agent 
Schiliro says. 

The Innovation Centre in Canberra is connected and 
equipped with standalone technology to access the 
internet. So vendors can safely connect to their own 
networks and demonstrate pilot projects to the AFP. 
Deep in the heart of the AFP’s home, industry can get 
an in-depth understanding of what the AFP is about. 

“Armed with that knowledge, industry can then better 
customise and configure their products in line with 
what we need,” Federal Agent Schiliro says. 

Modern tools for modern times 

Another critical evolution in the innovation model 
is to go beyond technology procurement to find out 
why the technology is necessary in the first place. To 
demonstrate this, the Innovation Centre proactively 
generated an initiative to produce a paper on the 
needs of operational police and how those needs have 
changed with time. A key component of keeping police 
ahead of modern crime trends was mobility. In essence, 
keeping police in the field and reducing the need to 
return to the office was a key finding. 

Computer tablet technology in the post-smartphone 
world is a perfect example. Looking toward the next 
generation of in-car computing, tablet technology may 
provide huge gains in terms of keeping operational 
police in the field. Federal Agent Schiliro says the 
Innovation Centre is currently working on the user 
interface of the tablet to see how it could work. 

“We have been keeping in mind the need to keep police 
mobile and not confined to a desk-top or a car. We are 
working on a platform where police can carry tablets 
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An intuitive interface makes using tablet technology simple. 


with them outside of the vehicle and do all those in-car 
functions from the tablet. 

‘It will have a ‘smart investigators tool kit’ there. So 
if police need to obtain a statement they can actually 
do it from the tablet, and get the person to sign it 
and deliver the statement electronically to the AFP’s 
central operational system.” 

Recognition 

Operational police at Canberra’s city police station 
instantly recognised the potential of the tablet. 
Constables Luke Smorhun and Serena Wong from ACT 
Policing had an opportunity to view the tablet and 
were given a demonstration on how it would work. The 
response from them, and other police at the station, 
was remarkable in itself. 

‘It’s more advanced than the system we’ve got installed,” 
Constable Smorhun says. “It would definitely be a step 
ahead.” 

Constable Wong says there are definitely things 
that draw police back to the office, so using tablet 
technology to do vehicle and person checks at the 
scene would make things more efficient. 

‘It’s just the little things; the short cuts that would 
enable us to not keep people waiting on the side of the 
road while we were doing the searches.” 


The Innovation Centre is also attracting interest in 
other jurisdictions in Australia and overseas. Federal 
Agent Schiliro says an initial aim is to engage state 
and territory jurisdictions. As part of this effort, 
Assistant Commissioner Lammers is proposing to table 
an agenda item at the Australia New Zealand Policing 
Advisory Agency CIO Forum to seek support from 
other law enforcement agencies to get on board the 
innovation approach. 

Federal Agent Schiliro’s ultimate aim is to establish a 
collaborative working group that could develop good 
ideas into great prototypes and, where possible, fund 
products together that could potentially benefit all 
jurisdictions. 

There has also been interest from law enforcement 
agencies such as the Metropolitan Police in the 
United Kingdom. 

“The Metropolitan Police read about us and contacted 
me about our model,” he says. “They are very 
interested because they would like to explore that 
avenue as well.” 

It seems you just can’t keep a good idea down. 

“Active policing is increasingly becoming international,’ 
he says. “Crime doesn’t have state or international 
borders. There are many best practices that we can 
learn and share from each other.” 
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The path leads to a paved 
ceremonial courtyard at 
the back of the Memorial. 
Along the back of the 
space there will be a stone 
beam on which will be 
recorded Australia’s many 
peacekeeping missions. 



For over 65 years, Australians have been risking their lives 
for peace and doing their bit to protect the world s most 
vulnerable people in the world’s most dangerous places. More 
than 66,000 Australian members of the ADF, AFP, state and 
territory police jurisdictions and civilians have served on 
peacekeeping missions including Cyprus, Timor, Solomon 
Islands, Sudan, Bougainville and Haiti—to name just a few. 


The Australian Peacekeeping Memorial on Anzac Parade will 
celebrate the contribution of these brave men and women to 
international peace. Fundraising is underway with the aim 
of having the Memorial ready for the Centenary of Anzac 
in 2014. 



Keep up with the latest news by liking the Australian 
Peacekeeping Memorial on Facebook: 
www.facebook.com/theaustralianpeacekeepingmemorial 


For more information visit: 

www.p eacekeepingmemorial. org.au 
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Front cover: Sergeant Josh Elliot takes time out to meet children at an internally displaced persons camp in Dili in 2006. Sergeant Elliot was 
seconded from the Queensland Police Service to the AFP-led mission in Timor-Leste. Photo courtesy of Department of Defence. 
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